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Growing Persistent Threat Vectors
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The Security Industry Is Not Catching Enough Bad Guys

Most enterprises remain challenged with missing critical breaches.

100%

of business networks
have traffic going to
known malware hosting
websites

(Cisco 2014 Annual Security Report)

229 Days

is the median duration of
how long breaches were
present before discovery in
2013

(M-Trends Report)

7



Why Is This So Hard?

Bad guys know how to stay inside the bell curve.

Known: Easier to detect Unknown: Harder to detect hack(’:"ie
ihd!

* Matches a signature * New behavior

* Goesto a bad place » Goes to an approved place

* Works in the clear *  Works encrypted

» Unauthorized Use * Authorized Use

* Outside of baseline * Inside of baseline

*  Within monitored infrastructure * OQutside monitored infrastructure



Haystacks, Needles and Snow Flakes




UK is the No. 1 target for Advanced Persistent
Threat cyber attacks

A report published by leading security specialist Firefly has discovered that the UK
IS the number one target for Advanced Persistent Threats. Taking data from the first
half of 2014 the report looked at the cyber threat landscape across Europe, the
Middle East and Asia (EMEA).
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They’re in there! Let’s find them.

© Copyright 2013 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice. HP Confidential.



What Stopped Us From This Kind Of Analysis?
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The Geography Of Security Detection Has Changed

Data flows in many ways where should we catch and analyze |t’)

Endpoint and Network Security &
Slgnature & Pattern Based = &

Hunt Team:
Unknown Attack Patterns =

‘Security*f:

Tactical: Streams of Data
Endpoint protection & logs
» Attacks easily detected /
prevented

Enterprlse Pl Operational: Rivers of Data
Data » SIEM and Platform protection
' » Attacks analyzed & responded to

Strategic: Oceans of Data
« Often the missing piece
« Contains important intelligence




Visualization Of Big Data — Affinity Group

This example reveals a command and control infrastructure

Business Statement Anomalous Grouping

 Find command and control =t 1 million events
infrastructure in your enterprise

Analytics Statement A -
. Identify affinity groups NN 5
» Investigate anomalous groupings I

Findings from Visualization
« Hierarchical, highly-resilient C&C infrastructure



Visualization Of Big Data — Scatterplot

This example reveals a low and slow scan

_ Billions of events
Business Statement

« Find sophisticated port scan
activity (distributed, randomized)

Analytics Statement <

* Plot multiple months of data on
one scatterplot

Findings from Visualization

« Single multi-week scan from
distributed, internal sources
indicates advanced attacker



Visualization Of Big Data — Anomaly Chart

This example reveals inappropriate communication (bottom 10 phenomenon)

Business Statement

* Find servers talking to
suspicious hosts outside the
network

Analytics Statement

 Plot all suspicious successful S :
communications and review _ . | Anomalous Line

Findings from Visualization
* A host communicated w/ suspicious external website
* Unique in that no other host in the environment has ever talked to this external website
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Applying big data to security challenges

Incorporate Unstructured data

Enhance security monitoring to develop improved
intelligence capability

Reactive
Use Cases :
. L . L Proactive
Email monitoring, social network monitoring,
behavioral analysis Predictive

Security Operations

Leverage big data analytics for investigation,
research, and real-time alerting




Information security challenges

Primary Challenges

Nature & Motivation of Attacks

(Fame - fortune, market adversary)

A new market adversary

O d i b

Research Infiltration Discovery Capture Exfiltration
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Hunt Team - The Way To Operationalize Analytics

Unstructured hunt
Structured hunt @
Reporting & statistics
Issue specific tasking
Basic search
Hunt Techniques ~ Analytical query @
PIR/IR @
Respond differently ®
Response (post-breach) Containment
Process Mining for technical intelligence
Collection ®
Intelligence -~ Analysis @
Dissemination @

OpTempo

Classification

Business :
Constraints
Beaconing
Anomaly detection
Use Cases

Insider Threat / APT-BOT
Unknown fraudulent or malicious activity




Your Hunt Team Needs A 2-Sided Skill Set

e =

’\ —e——— .,—-7; -

Roles and Personas

* The “go to” person to get to the bottom of any major security incidents and
would be responsible for actively hunting for indicators of breach
1 » This person understand and researched hyper-current attacker tactics,
| techniques and procedures

Data Scientist:
* Knowledgeable to run specialized queries. Tasked to regularly find interesting
anomalies or affinities in the data to review with the security specialist.
| <+ This person optimizes tooling/searches, finding patterns that can increase risk
probability factors and finding common patterns in attacks.

Security



Social media monitoring for insider threats

Kobalt Systems not what it used to he”
¥ 7-7-7- Current Presales Engineer in Washington, DC — Reviewed Feb 11, 2013

Pros — The cormpany is full of smart people and excellent technology. The benefits are very good and so are the
perks (snacks, drinks, happy hour, efc.).

Cons — Excessively political. The ability to get something completed is based answhoyou know in the company.
The training program is inadeguate to successfully prepare one to be successful. I'm & presales engineer in the
east and have been neglected by my management. | am strongly considering warking for a competitar.

Advice to Senior Management — Focus maore on people development and less on politics. Too often people are
promoted hased on personal relationships and not industry experise.



Social media monitoring for insider threats

@ Active Channel: Presales Engineers - Recent Activity

Start Time: 14 Fe
End Time: 14Fe
Filter: (=

Inline Filter: Mo Filker

= Engineet

Radar

f End Time = ‘T‘ 1|Mame = Device Yendor = Device Product ¥ Atkacker User Mame Deskination User Mame GetEroup, Qroupnan
14 Feb 2013 07:47:42 PST  |Logon Microsoft Windows amaloney Presales Enginesr
14 Feb 2013 07:47:42 PST  |Logon Microsoft Windows amaloney Presales Enginesr
14 Feb 2013 074742 PST |GET Squid Priooey ismithi@kobalksytems. ... Presales Enginesr
14 Feb 2013 07:47:42 PST |GET Squid Prioey ismithi@kobaltsytems. ... Fresales Engineer
14 Feb 2013 07:47:42 P3T |GET Sguid Priocy jsmith@kobalkswtems. ... Presales Engineer
14 Feb 2013 07:47:42 P3T  |Logon Microsoft Windows aharwvey Presales Engineer
14 Feb 2013 07:47:42 PST  |Logon Microsoft Windows aharvey Presales Enginesr

14 Feb 2013 074742

Microsoft

Exchange

ismithi@kobaltsytems, ..




Social media monitoring for insider threats

Yiewer

[t IDOL @ Social Media Threats I @ Presales Engineers - Recent Sctiviky I Social Media Threats | [] Correlated I [k Last 5 Minutes

[k} Active Channel: Social Media Threats Total Eve

Start Time: 14 Fe
End Time:
Filter: [ Ty ; Cir Mame Ska ith "Potential Mame Sk

Inline Filter: Mo Filker

| Radar

& |End Time Device Product & MName ¥ Sentiment: ISDciaI Media Website
14 Feb 2013 07:47:41 PST  [ArcSight Social Media - Hacktivist (DDOS) Threat  Megative http: i fbwitter . comyhakdplnt/statuses 301 0549065660661 77
ArcSight

14 Feb 2013 07:47:41 PST  [ArcSight Social Media - Hacktivist Threat Megative http: f fbwitker . comfhakdplnt fstatusesf3010851 22676002816
f 14 Feb 2013 07:47:41 PST  [ArcSight Social Media - Hackkivist Threat Megative http: f fbwitter, comfhakdplnt/statuses 3010613891271 22945
; 14 Feb 2013 07:47:41 PAT  [ArcSight Social Media - Hacktivist Threat Megative hittp: f fbwitter . comfhakdplnt /statusesf3010549065660661 77
f 14 Feb 20135 07:47:41 PST  [ArcSight Social Media - Hackkivist Threat Megative http: f fbwitter . comYourdnonfewsstatuses 2991 3274746357251 2
f 14 Feb 2013 07:47:41 PST  [ArcSight Social Media - Hackkivist Threat Megative hittp: f fbwitker comYouranonhlews| statuses 2991594561 495 15296




Social media monitoring for hacktivist threats

Joe Schmopped W Follow

Kobalt Systems is infringing upon their
employees’ rights by monitoring every action
on the network. We should teach them a
lesson: DDOS

4 Reply 3 Retweet W Favorite  ®® pore

Joe Schmopped W Follow

Found a JS /iframeref vulnerable server at
10.10.10.120

& Reply ¥ Retweet W Favorite  ®9 pipre



Social media monitoring for hacktivist threats

Yiewer

o,

[24 IDOL [ Social Media Threats | [k} Presales Engineers - Recent Activity I Social Media Threats I [#] Correlated I [ Last 5 Minutes

@ Active Channel: Social Media Threats

Start Time: 14 Fe
End Time: 14F
Filter:

Total Events: 38

End Time =
14 Feb 2013 07:47:41 PST

Device Product 5

ArcSight

MName =

| Sentiment

Social Media Website
"

14 Feb 2013 074741 PAT  |Arc3ight Social Media - Insider Threat Negatlve bkt e, glassdour com,l'Re\flews,l'Empluyee Revigi- P.rc5|ght -RAW 2360455, htm
14 Feb 2013 074741 PST  |Arc3ight Social Media - Hackkivisk Threat Megative hktp: ffowitter . comfhakdplnkskatuses/ 3010851 22676002816

’ 14 Feb 2013 074741 PST  |ArcSight Social Media - Hackbivisk Threat Megative hktp: ffbwitter . comfhakdplntskatuses /301061 339127122945

f 14 Feb 2013 074741 PST  |[ArcSight Social Media - Hacktivisk Threat Megative hktpe ftwitter . com/hakdplnt) skatuses/301054906566066 1 77

f 14 Feb 2013 07:47:41 PST  |[ArcSight Social Media - Hacktivisk Threat Megative hktpe fbwitter . com/YourdnonMews fskatuses 2991 3274746387 2512




Social media monitoring for hacktivist threats

Top Social Media Threats

Mame Total {Total Legends 4)
B social Media - Megative Sentiment 25
Osorial Media - Hackkivist Threat 11
Osorial Media - Insider Threat 1
O social Media - Hackkivist {DDOS) Threat 1
] 2 4 G g 10 12 14 16 13 20 22 24
4 —_— . I B




Data loss monitoring in-action (Internal Threats)

Yiewer

[%# Potential Diata Loss Correlations | [k M3 Exchange Events I [k# IDOL CEF Events I Data Loss Dashboard

@ Active Channel: Potential Data Loss Correlations

Start Time: ] PDT
End Time: ] :00:00 PDT
Filter: [ on" And Mame Skar

f Managet Receipt Time 1‘ 1|Mame ¥ Source Lser Mame Destination Lser Mame Message Id

il = Sep 2012 15:29:30 PDT  [IDOL - Pokential loss of Margers data - Proximity: 57,02 Jameson Jones peter.chambliss@gmail.comn ... |347122d0dedc3a953cbzbaf 57 Peea?d?
Z5ep 2012 15:2:30 PDT  |IDQL - Potential loss of Research data - Proximity: 51,15 Jameson Jones peter . chambliss@gmail.com ... (347 122d0dedc9a953cb2baFa7 7eeard?
el - Sep 2012 15:29:30 PDT  |IDOL - Pokential loss of HR data - Proximity: 60,03 Jameson Jones peter . chambliss@gmail.com ... c21aa03652ecadiba 1 6FSa07FabZcSFc
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Conclusions

Big Data Analytics coming to a SOC near you!

Will enhance (but not replace) SIEM technology

Will be leveraged for network, user, and fraud monitoring

Will become more real time and predictive

Will increase need to hire resources trained in data analytics & discovery

b © Copyright 2013 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice. HP Confidential.



The Security Industry Is Not Catching Enough Bad Guys

Most enterprises remain challenged with missing critical breaches.

100%

of business networks
have traffic going to
known malware hosting
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(Cisco 2014 Annual Security Report)
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Blended Capability ) ENTERPRISE SECURITY

Universal Log

Insider Threat Data Privacy & Perimeter &
Management

Data Loss Monitoring Network Security

on

Advanced Persistent Application & Transaction Software Security Compliance &

Threat Monitoring Assurance (SSA) Risk Management




Thank you!

Mike.loginov@hp.com




