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What is big data? 

The Internet Client/server 
   Mobile, social,  
big data & the cloud 

CRM 

SCM 

HCM 

MRM 

Amazon Web Services 

IBM 

GoGrid 

Joyent 

Hosting.com 

Tata Communications 

Datapipe 
Alterian 

Hyland 

LimeLight  NetDocuments 

NetReach 

OpenText 

Google 

HP 

EMC 
Qvidian 

Sage 

salesforce.com 

Xactly 

Zoho 

Ariba 

CCC 

DCC 

Cost Management 

Order Entry 

Product 

Configurator 

Bills of Material 
Engineering 

Inventory 

Manufacturing Projects 

Quality Control 

Education 

Lifestyle 

Music 

Reference 

Sport 

Travel 

Every  
60 seconds 

400,710 ad  

requests 

2000 lyrics played 

on Tunewiki 

1500 pings 

sent on PingMe 

34,597 people 

using Zinio 

208,333 minutes of 

Angry Birds played 

23,148 apps  

downloaded 

Unisys 

Burroughs 

Hitachi 

NEC 

Taleo 

Workscape 

Cornerstone onDemand 

OpSource 

PPM 

PaperHost 

Xerox 

Microsoft 
SLI Systems 

IntraLinks 

SugarCRM 

Volusion 

Adobe 

Avid 

Corel 

Microsoft 

Serif 

Yahoo 

CyberShift 

Saba 

Softscape 

Sonar6 

Yahoo! 

Quadrem 

Elemica 

Kinaxis 

SCM 
ADP VirtualEdge 

CyberShift 

Kenexa 
Saba 

Softscape 

Sonar6 

Exact Online 

FinancialForce.com 

Intacct 
NetSuite 

SAP 

NetSuite 

Plex Systems 

Database 

ERP HCM 

PLM 

Claim Processing 

Bull 

Fijitsu 

Cash Management 

Accounts 

Receivable 

Fixed Assets Costing 

Billing 

Time and Expense 

Activity 

Management 

Payroll 

Training 

Time & 

Attendance 

Rostering 
Sales tracking & 

Marketing 

Commissions 
Service 

Data Warehousing 

98,000 

tweets 

Finance 

box.net 

Facebook 

LinkedIn 

Pinterest 

Atlassian 

SmugMug 

Amazon iHandy 

PingMe 

Snapfish Urban 

Scribd. 

Pandora 

AppFog 

Bromium 

Splunk 

kaggle 

Parse 

ScaleXtreme 

SolidFire 

Quickbooks 

Foursquare 

buzzd 

Dragon Diction eBay 

SuperCam 

UPS Mobile 

Scanner Pro 

Rackspace 

Jive Software 

Paint.NET 

Business 

Entertainment 

Games 

Navigation 

News 

Photo & Video 

Productivity 

Social Networking 

Utilities 

Workbrain 

SuccessFactors 

Workday 

TripIt 

Zynga 

Zynga 

Baidu 

Twitter 

Twitter 
Yammer 

Atlassian 

MobilieIron SmugMug 

Atlassian 

Amazon 

PingMe 

Associatedcontent 

Flickr 

YouTube 

Answers.com 

Tumblr. 

MobileFrame.com 

Mixi 

CYworld 

Qzone 

Renren 

Xing 

Yandex 

Yandex 

Heroku 

RightScale 

New Relic 

CloudSigma 

cloudability 

nebula 

Zillabyte 

dotCloud 

BeyondCore 

Mozy 

Viber 

Fring Toggl 

MailChimp 

Hootsuite 

Fed Ex Mobile 

DocuSign 

HP ePrint 

iSchedule 

Khan Academy 

BrainPOP 

myHomework 

Cookie Doodle 

Ah! Fasion Girl 

Mainframe  

Data sets too large to 

analyze with relational 

database technology 

 

Requires large or distributed 

processing power 

 

 

Incorporates many sources 

(depth and breadth)  



© Copyright 2013 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice.  HP Confidential. ‹#› 

Growing Persistent Threat Vectors 
 

 Hackers,  

 Crackers,  

 Criminals,  

 Hacktavists, 

 Idealists,  

 Terrorists,  

 Thieves, 

 Disgruntled Employees,  

 Spies,  

 Social Engineers 

 Nation States  

 People in general……!  
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The Security Industry Is Not Catching Enough Bad Guys 

Most enterprises remain challenged with missing critical breaches. 

of business networks 

have traffic going to 

known malware hosting 

websites  
(Cisco 2014 Annual Security Report) 

229 Days 100% 
is the median duration of 

how long breaches were 

present before discovery in 

2013 
(M-Trends Report) 
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Why Is This So Hard? 

Bad guys know how to stay inside the bell curve. 

• Matches a signature 

• Goes to a bad place 

• Works in the clear 

• Unauthorized Use 

• Outside of baseline 

• Within monitored infrastructure 

Known: Easier to detect Unknown: Harder to detect 

• New behavior 

• Goes to an approved place 

• Works encrypted 

• Authorized Use 

• Inside of baseline 

• Outside monitored infrastructure 
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 Haystacks, Needles and Snow Flakes 
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UK is the No. 1 target for Advanced Persistent 

Threat cyber attacks 

 
A report published by leading security specialist Firefly has discovered that the UK 

is the number one target for Advanced Persistent Threats. Taking data from the first 

half of 2014 the report looked at the cyber threat landscape across Europe, the 

Middle East and Asia (EMEA). 
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They’re in there! Let’s find them. 
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What Stopped Us From This Kind Of Analysis? 
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The Geography Of Security Detection Has Changed 
Data flows in many ways – where should we catch and analyze it? 

Security 

Data 

Enterprise 

Data 

Context 

Data 

Data Ocean 

   Cyber Defense:  

Real-time correlation 

Known Attack Patterns 

Hunt Team: Long term analytics  

Unknown Attack Patterns 

Operational: Rivers of Data 
• SIEM and Platform protection 

• Attacks analyzed & responded to 

Tactical: Streams of Data 
• Endpoint protection & logs 

• Attacks easily detected / 

prevented 

Strategic: Oceans of Data 
• Often the missing piece 

• Contains important intelligence 

Endpoint and Network Security 

Signature & Pattern Based 
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Visualization Of Big Data – Affinity Group 

Business Statement 

• Find command and control 

infrastructure in your enterprise 

Analytics Statement 

• Identify affinity groups 

• Investigate anomalous groupings 

1 million events 

Anomalous Grouping 

Findings from Visualization 

• Hierarchical, highly-resilient C&C infrastructure 

This example reveals a command and control infrastructure 
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Business Statement 

• Find sophisticated port scan 

activity (distributed, randomized) 

Analytics Statement 

• Plot multiple months of data on 

one scatterplot 

Billions of events 

Findings from Visualization 

• Single multi-week scan from 

distributed, internal sources 

indicates advanced attacker 

This example reveals a low and slow scan 

Visualization Of Big Data – Scatterplot 
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Business Statement 

• Find servers talking to 

suspicious hosts outside the 

network 

Analytics Statement 

• Plot all suspicious successful 

communications and review 

Graph filtered from billions of events 

Findings from Visualization 

• A host communicated w/ suspicious external website 

• Unique in that no other host in the environment has ever talked to this external website 

This example reveals inappropriate communication (bottom 10 phenomenon) 

Anomalous Line 

Visualization Of Big Data – Anomaly Chart 
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Applying big data to security challenges 

Incorporate Unstructured data  

Enhance security monitoring to develop improved 

intelligence capability 

 

Use Cases 

Email monitoring, social network monitoring,  

behavioral analysis 

 

Security Operations  

Leverage big data analytics for investigation, 

research, and real-time alerting  

Reactive 

Proactive 

Predictive 
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Information security challenges 

Primary Challenges 

Nature & Motivation of Attacks 
(Fame  fortune, market adversary) 1 

Research Infiltration Discovery Capture Exfiltration 

A new market adversary 
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Hunt Team - The Way To Operationalize Analytics 



© Copyright 2013 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice.  HP Confidential. ‹#› 

Your Hunt Team Needs A 2-Sided Skill Set 

Security Data Science 

Roles and Personas 
Security Specialist:  

• The “go to” person to get to the bottom of any major security incidents and 

would be responsible for actively hunting for indicators of breach 

• This person understand and researched hyper-current attacker tactics, 

techniques and procedures 

Data Scientist:  

• Knowledgeable to run specialized queries. Tasked to regularly find interesting 

anomalies or affinities in the data to review with the security specialist. 

• This person optimizes tooling/searches, finding patterns that can increase risk 

probability factors and finding common patterns in attacks.   
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Social media monitoring for insider threats 
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Social media monitoring for insider threats 
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Social media monitoring for insider threats 
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Social media monitoring for hacktivist threats 
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Social media monitoring for hacktivist threats 
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TippingPoint IPS 

Social media monitoring for hacktivist threats 
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Data loss monitoring in-action (Internal Threats) 
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Conclusions 

•  Big Data Analytics coming to a SOC near you!  

 

•  Will enhance (but not replace) SIEM technology 

   

•  Will be leveraged for network, user, and fraud monitoring 

 

•  Will become more real time and predictive  

 

•  Will increase need to hire resources trained in data analytics & discovery 

   

Today’s Challenge: Knowing what to look for  
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The Security Industry Is Not Catching Enough Bad Guys 

Most enterprises remain challenged with missing critical breaches. 

of business networks 

have traffic going to 

known malware hosting 

websites  
(Cisco 2014 Annual Security Report) 

229 Days 100% 
is the median duration of 

how long breaches were 

present before discovery in 

2013 
(M-Trends Report) 
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Blended Capability  ENTERPRISE SECURITY 
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