
GRC Maturity 

Benchmarking Your GRC Program 

October 2014 

Michael Rasmussen, J.D., GRCP, CCEP 

 The GRC Pundit @ GRC 20/20 Research, LLC 

 OCEG Fellow @ www.OCEG.org 



2 
© 2014, all rights reserved, www.GRC2020.com 

Are you truly aware of your risks? 

“Never in all history have 
we harnessed such 
formidable technology. 
Every scientific 
advancement known to 
man has been incorporated 
into its design. The 
operational controls are 
sound and foolproof!”  

E.J. Smith,  
Captain of the Titanic 
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Change impacts risk management in the context of business 
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 . . . and we hope nothing fails 

 Inability to gain clear view of 

risk dependencies; 

 High cost of consolidating 

risk information; 

 Difficulty maintaining 

accurate risk information; 

 Failure to trend across risk 

assessment periods; 

 Redundant approaches limit 

correlation, comparison and 

integration of risk  

information; and 

 Lack of agility to respond 

timely to changing risks, 

regulations, laws, and 

situations. 
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Getting direction through the GRC wilderness . . . 
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The questions organizations need to ask: The questions organizations need to ask:

 ü Does the organization have enough information to mak e decisions about the future 
of the company, when they don’t have a clear view of risk that impacts critical 
business operations and processes?

 ü Does the organization know its risk exposure at the enterprise, business process, 
and technology levels and how they interrelate?

 ü How does the organization know it is managing and mitigating risk effe

c

ti vel y in 
the context of the business to achie ve business goals?

 ü Can the organization accurately gauge the impact of risk on business strategy , 
objectives, and operations?

 ü Does the organization get the information it needs to tak e timely action to risk 
exposure to avoid or mitigate loss and situations of non-compliance?

 ü Does the organization monitor key risk indicators across key IT systems, processes, 
and information?

 ü Does the organization optimally measure and model risk in a business context?
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. . . a capability that enables an organization to 

reliably achieve objectives while addressing 

uncertainty and acting with integrity . . . 

What GRC is about . . . 
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GRC Architecture Approaches 
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Federated Governance 
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Federated Risk Management – a layered approach to risk 
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Federated Compliance Management 
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Federated Audit Management 
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Federated 3rd Party Management 
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The Federated GRC model delivers common components 
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Power of information drives GRC intelligence 

REGULATIONS &
OBLIGATIONS

RISK & 
ANALYSIS

OBJECTIVES
& GOALS

INCIDENTS
& ISSUES

ASSETS & 
RELATIONSHIPS

POLICIES &
TRAINING

CONTROLS &
ASSESSMENT

ROLES & 
RESPONSIBILITIES
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GRC Maturity Model 

Self-Assessment Questions: 

 

 Does risk and compliance lack clear owners and accountability within 

departments? 

 Are assessments and controls put in place after the fact when the organization 

realizes it is exposed or someone is insisting? 

 Is risk and compliance largely undocumented, or trapped in silos of spreadsheets 

and documents? 

 Does the organization lack any process, information, and technology architecture 

to support risk and compliance? 

 Does the department/business function have no ability to report and trend risk and 

compliance over time? 

Examples: 

 No defined risk and compliance ownership 

 Ad hoc & reactive assessments  

 Document centric approaches 

 Ad hoc approach 

 Little technology in place 

 No visibility, trending, analytics 

 

GRC is reactive and 
focused on putting out 
individual fires of risk 
and compliance in 
scattered silos across 
the organization. 

1 
AD HOC 
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GRC Maturity Model 

Self-Assessment Questions: 

 

 Are risk and compliance activities tactical and siloed? 

 Does the organization lack an integrated risk and compliance approach and the 

department level? 

 Is risk and compliance information scattered across various documents and 

technology sources? 

 Is it difficult and time-consuming to track and trend risk and compliance 

information and reporting? 

Examples: 

 Tactical siloed approach to risk and compliance 

 No integration or sharing of risk and compliance information 

 Reliance on fragmented technology & lots of documents 

 Measurement & trending  is difficult 

 

 

GRC responsibilities 
are scattered and 
decentralized.  
Inconsistencies within 
departments. GRC 
actitivities are manual 
and rely on 
documents, 
spreadsheets and 
emails. 

. 

2 
FRAGMENTED 



18 
© 2014, all rights reserved, www.GRC2020.com 

GRC Maturity Model 

Self-Assessment Questions: 

 

 Does the organization have mature risk and compliance processes at a 

department level? 

 Do individual departments have defined GRC information and technology 

architectures? 

 Can the department readily report and trend on risk and compliance over time? 

 Have departments removed the overhead of reactive document centric 

approaches? 

 Is there clear accountability/responsibility for risk and compliance at a 

department level? 

Examples: 

 Strategic approach within a department 

 Mature processes at a department level 

 Integrated information architecture 

 Good reporting and trending at a department level 

 

 

GRC is department-
specific with limited 
coordination between 
department/function.  
Within a department, 
GRC activities tend to 
be well structured, 
organized, and use 
technology well to 
make GRC activities 
more efficient, 
effective, and agile. 

3 
MANAGED 
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GRC Maturity Model 

Self-Assessment Questions: 

 

 Does the organization have a GRC strategy that goes across departments? 

 Are a majority of risk and compliance functions participating in the GRC 

strategy? 

 Does the organization have shared processes for GRC? 

 Does the organization have a shared information and technology architecture 

for GRC? 

 Can the organization report and trend on GRC across departments? 

 Can the organization aggregate and understand risk across the business? 

Examples: 

 Strategic approach to GRC across departments 

 Silos eliminated 

 Common process, technology and information architecture across 

departments 

 Trending and reporting across departments 

 

The organization has 
an enterprise GRC 
strategy that is trying 
to coordinate efforts, 
processes, and 
services across 
departments.  Focus 
on enteprise reporting 
and working toward a 
common GRC 
platform with 
centralized GRC 
coordination.  

4 
INTEGRATED 
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GRC Maturity Model 

Self-Assessment Questions: 

 

 Is there a single GRC strategy for the entire organization that all departments 

participate it? 

 Is GRC understood and monitored in the context of business performance? 

 Is risk a key element in strategic planning? 

 Can the organization monitor and trend GRC in the context of organization 

strategy, performance, and objective management? 

 Does the organization have mature processes, information, and technology 

implementations to support GRC? 

 Is there regular monitoring for improvement in GRC? 

Examples: 

 GRC is integrated throughout the business 

 GRC expectations are part of annual strategic planning 

 Extensive measurement and monitoring of risk and compliance in the 

context of business 

 

 

GRC is integrated 
across the 
organization which 
has moved to an 
understanding of GRC 
architecture that 
aligns and integrates 
information and 
technologies across 
the organization.  The 
organization is 
focused on a 
federated GRC 
architecture that 
allows for central 
coordination and 
shared services with 
distributed 
accountability and 
autonomy where it 
makes sense. 

5 
AGILE 
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GRC 20/20 GRC Maturity Model 

GRC is reactive and 
focused on putting out 
individual fires of risk 
and compliance in 
scattered silos across 
the organization. 

1 GRC responsibilities are 
scattered and 
decentralized.  
Inconsistencies within 
departments. GRC 
actitivities are manual 
and rely on documents, 
spreadsheets and 
emails. 

. 

GRC is department-
specific with limited 
coordination between 
department/function.  
Within a department, 
GRC activities tend to 
be well structured, 
organized, and use 
technology well to make 
GRC activities more 
efficient, effective, and 
agile. 

The organization has an 
enterprise GRC strategy 
that is trying to 
coordinate efforts, 
processes, and services 
across departments.  
Focus on enteprise 
reporting and working 
toward a common GRC 
platform with centralized 
GRC coordination.  

GRC is integrated 
across the organization 
which has moved to an 
understanding of GRC 
architecture that aligns 
and integrates 
information and 
technologies across the 
organization.  The 
organization is focused 
on a federated GRC 
architecture that allows 
for central coordination 
and shared services with 
distributed accountability 
and autonomy where it 
makes sense. 

2 

3 

4 

5 
AGILE 

INTEGRATED 

MANAGED 

FRAGMENTED 

AD HOC 
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Effective GRC Management Benchmark 

Governance 

Processes 

GRC 

Charter Technology 

Monitoring Resources 
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Increasing GRC maturity through contextual risk awareness delivers . . .  

1. Aware 

 Have a finger on 

the pulse of 

business 

 Watch for change 

in internal & 

external 

environment 

 Turn data into 

information that 

can be, and is, 

analyzed 

 Share information 

in every relevant 

direction 

2. Aligned 

 Support and 

inform business 

objectives 

 Continuously 

align objectives 

and operations to 

risk of the entity 

 Give strategic 

consideration to 

information from 

risk management 

enabling 

appropriate 

change 

3. 

Responsive 
 You can’t react to 

something you 

don’t sense 

 Gain greater 

awareness and 

understanding of 

information that 

drives decisions 

and actions 

 Improve 

transparency, but 

also quickly cut 

through the 

morass of data to 

what you need to 

know to make the 

right decisions 

4. Agile 

 More than fast, 

nimble 

 Being fast isn’t 

helpful if you are 

headed in the 

wrong direction.  

 Risk mgmt 

enables decisions 

and actions that 

are quick, 

coordinated and 

well thought out. 

 Agility allows an 

entity to use risk 

to its advantage, 

grasp strategic 

opportunities and 

be confident in its 

ability to stay on 

course. 

5. Resilient 

 Be able to bounce 

back quickly from 

changes in 

context and 

threats with 

limited business 

impact  

 Have sufficient 

tolerances to 

allow for some 

missteps  

 Have confidence 

necessary to 

rapidly adapt and 

respond to 

opportunities 

6. Lean 

 Build the muscle, 

trim the fat 

 Get rid of 

expense from 

unnecessary 

duplication, 

redundancy and 

misallocation of 

resources within 

the risk 

management 

 Lean the 

organization 

overall with 

enhanced 

capability and 

related decisions 

about application 

of resources 



Questions? 
Michael Rasmussen, J.D. 

Chief GRC Pundit & OCEG Fellow 

mkras@grc2020.com 

+1.888.365.4560 

Some of the content we have evaluated is OCEG content which GRC 20/20 has an established relationship to use.  Please do not copy 

slides or graphics without permission.  GRC 20/20 highly recommends you consider OCEG membership at www.OCEG.org. 
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