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“Never in all history have we

harnessed such formidable
technology. Every scientific
advancement known to man
has been incorporated into its
design. The operational
controls are sound and
foolproof!”

E.J. Smith,
Captain of the Titanic




Changing risk, regulatory and business environments

MERGERS &
ACQUISITIONS

2N . Internal Risk/Business Change
. Monitor changes to the internal environment to identify how changes to p
strategy, mergers & acquisitions, processes, technology, business relation-
u Reg u Iatory/LegaI Cha nge ships, and employees affect current and needed policies. .

REGULATIONS Monitor change in the legal and regulatory environment to
determine how pending legislation, court decisions,
COURT RULINGS new/é__hanging regulations, and enforcement actions affect

current and needed policies.
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L ) Monitor change in the external risk environment to
determine how uncertainty in economic, geo-political,
IT

environmental, industry, societal, and market forces

2 GEO-POLITICAL CO%PF%IEENE afﬁgct current and needed policies.
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Business impacted from so many directions because of change
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Chaos of risk interrelationships
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Chaos theory studies the behavior
of dynamical systems that are
highly sensitive to initial conditions,
an effect which is popularly referred
to as the butterfly effect.

4 » Small differences in initial

conditions yield widely
diverging outcomes for such
dynamical systems, rendering
long-term prediction
impossible in general.

e  This happens even though
these systems are
deterministic, meaning that
their future behavior is fully
determined by their initial
conditions, with no random
elements involved.

— Source: Wikipedia



Business encumbered by uncertainty

UNCERTAINTY

OBJECTIVES

strategic, operational,
customer, process and
other objectives

BUSINESS MODEL

strategy, people, process, technology and
infrastructure in place to drive toward objectives
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Leading to the Hydra of inefficiency
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Organizations are burdened by
manual ad hoc processes. This
involves being overwhelmed with
emails and documents — leading to,
in varying degrees...

v" Excessive emails, documents,
and paper trails

Poor visibility & reporting

Files and documents out of sync
Wasted resources and spending
Overwhelming complexity

No accountability
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GRC Chaos: Lack of Sustainable Structure

LACK OF EFFECTIVE GRC, and business change has more than doubled in the past five
A 4»\ years, but processes and staffing have not, resulting in . . .
= N Ll Time consuming processes put staff in “triage” mode
and results in compliance processes that are NOT
& FUNCTIONAL DISIOINTED STRATEGY EFFICIENT
sILoS LACKOF ' _POORINTEGRATION , &8 O p—— N .
i i Ll An ability to scale to increased change and

[ gttt

requirements results in a program that is always
behind and NOT EFFECTIVE

Ll Maintaining GRC slows the organization down as it
scrambles to manage change in context of the
organization NOT AGILE

SLIPPING THROUGH _
THE CRACKS 4

Inefficient processes create critical resources constraints:

Ll Multiple sources of change and intelligence consume
resources

Ll Changes are inconsistently logged in documents and
spreadsheets - if they are logged at all

Ll The organization does not have a consistent approach
to assess impact and prioritize action items

Not_ th 1 Email fly about, slip through cracks, are not responded
Effective Efficient to, simply forgotten
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GRC Agility: an Optimized Approach

However, if organizations align and optimize processes supported
by the integration of technology and change content, GRC
programs can become . ..

V" Effective. Greater understanding of changing

requirements and their impact enables the organization
to be proactive in gathering, organizing, assessing,
prioritizing, communicating, addressing and monitoring
the change. This allows the organization to
demonstrate evidence of good compliance practices.

Efficient. The organization can now optimize human
and financial capital resources to consistently address
regulatory change and enable sustainable
management of resources as the business, risk, and
regulatory landscape grows.

Agile. Risk intelligence enables a dynamic and
changing organization to understand how the
regulatory environment effects business change, and
also how risk and regulatory change impacts the
organization.

o ]
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“Risk i1s like fire: If controlled it will

help you; if uncontrolled it will rise

up and destroy you.”

Theodore Roosevelt
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Optimal Risk Taking

Insufficlent Optimal Excesslve
Risk-Taking Risk-Taking Risk-Taking

Expected
Enterprise
Value

“Sweet Spot”

Risk Level

Source: COSO, Risk Assessment in Practice
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Not every enterprise would describe itself as a “fast
car,” however, most organizations want to drive toward
objectives — while avoiding bumps in the road

FASTEST CARS )
s BEST BRAKES
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What GRC Is about . . .
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e =
MANDATORY BOUNDARY | e
boundary established by external forces including
laws, government regulation and other mandates.
OPPORTUNITIES
OBJECTIVES

BUSINESS MODEL

strategy, people, process, t
infrastructure in place to dri
objectives

strategic, operational, customer,
process, compliance objectives

OPPORTUNITIES

i — B

VOLUNTARY BOUNDARY
boundary defined by management including organizational
values, contractual obligations, voluntary policies and other
promises.

Not every enterprise would describe itself as a “fast

car,” ho'we\{er, most _organi.za'tions want to drive toward G RC |S a Capabmty tha‘t enables an
objectives — while avoiding bumps in the road i ) . .
organization to reliably achieve

FASTEST CARS objectives while addressing
e BES T BRAKES  uncertainty and acting with integrity....

o OCCG

rCZ :,v Y 1 5
g ‘k" © 2013, all rights reserved, www.grc2020.com




G-R-C Definitions

AKX
e (overnance is the act of o o o
externally directing, controlling A] e
and evaluating an entity, % @
process or resource H H
— Reliably achieve objectives i

* Risk Management is the act of VI
manag|ng pI’OCeSSGS and . BJECTIVE -. OPPORTUNITY ¢ . ¢
resources to address risk while
% ] * -

pursuing reward
— Addressing uncertainty

e Compliance is the state of

being able to prove fulfillment of CONTRACTS o ¢,

a requirement, obligation, TOLERANCE
commitment, boundary, policy, [ﬁ POLICIES
or value

— Acting with integrity 20 - z
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Levels of GRC Engagement & Collaboration

Enterprise Healthcare organization has a strategy to
GRC collaborate and utilize a common framework

Collaboration of technology and information to improve
& Integration efficiency, effectiveness, and agility in GRC.

Enterprise
Focus on an
Issue

Cross-department collaboration to solve a
specific cross-department challenge

Department focused on improving
collaboration and information within its own
realm of control

Department
GRC
Initiative

Department or group focused on a specific

Specific regulation or risk area
Issue

© 2013, all rights reserved, www.grc2020.com




Requires Integration & Orchestration

Internal
& External
Audit

Governance

Performance

Risk Management Management

Legal Principled
Compliance Performance

Compliance Controls & Audit
Management Management

Ethics & Culture
Management

Everyone

rCZ :,v Y 19
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GRC involves collaboration

INTEGRATED INFORMATION

e Risk-aware creation of strategy and
measurement of performance

e Enterprise patterns of misconduct
identified and addressed

e Early warning of significant events

e Replicate GRC solutions to other
risk areas

Ve

Compliance
Officer
o n d
1:0""1ation is Integrat®
® ° Business
o Operators
Information Officer
& IT Professional
Risk Officer General
Financial Chief Audit Counsel

ngz;’;uf Officer Executive 20
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GRC maturity in context of risk intelligence

Phase Risk management Risk as part of the
infrastructure building business
Risk function “Project ——
role implementation” Business partner”
Key < Risk organisation and the
considerations | risk decision process are not  * Mmﬁw
from the risk | fully effectlvofe"!’e‘t ';':%,,m
culture [f¥eSnEmOTILCEULNG RS (2 behaviours should
) and behaviours can IS
perspective | po dmto identify be to identify
« Tone and support from the ~_and spot
are critical to embed * Additional focus on the
processes and build upgrade risk culture of the
trust on risk organisation is needed

Source: The IRM, Risk Culture
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Intergrated risk-return
decisions and
functional excellence

“Strategic
partner/facilitator”
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Aspects of GRC maturity from the IRM Risk Culture Aspects Model

Informed risk
decisions

Dealing with

Accountability Risk Resources

Transparency Risk Skills

Risk leadership
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What good GRC culture looks like . . .

 Always challenging existing assumptions and forecasts — internally and
externally

« Aware of the cognitive bias to accept information that confirms
 Cultivates cognitive dissonance to uncover information that disturbs

« Communicates all aspects of risk balanced and ethical decision making
regularly and relentlessly!

« Continually refines all risk management processes
 Avoids leadership "kow-tow” and sloppy group think

» Develops a wide ranging cadre of internal Risk and Ethics Ambassadors with
clear reporting lines to the board

e Appoints a Senior Non Executive Director to monitor all suspicious feedback
 Carries out external audits on risk and ethics culture every six months

e Encourages risk taking, knowing that sometimes it will go wrong and may cost
money

» Has a continuous learning attitude

Source: The IRM, Risk Culture
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Questions?

Michael Rasmussen, J.D.

Chief GRC Pundit & OCEG Fellow

mkras@qgrc2020.com

+1.888.365.4560 GRC 20/20 Newsletter

[{3] Linkedin: GRC 20/20

m_ LinkedIn: Michael Rasmussen
L&) Twitter: GRCPundit
Blog: GRC Pundit

Some of the content we have evaluated is OCEG content which GRC 20/20 has an established relationship to use. Please do not copy
slides or graphics without permission. GRC 20/20 highly recommends you consider OCEG membership at www.OCEG.org.




