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Challenges to Risk Management & Governance

e Balancing extensive requirements originating from multiple
governing bodies.

e Balancing legislation and company specific policy.

e Evolution to support different requirements and new

legislation.
e Prioritizing available funding according to requirements
introduced.
 More importantly fitting into the ERM program MetricStream
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Vulnerability and Threat centric
program
L 4

IT Security Strategy

L 4

Apply Security controls & Threat
protection
]

Forced Enforcement for compliance

A 4

Securing systems and Information
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IT Security to risk management mindset...

L 4

Risk and data centric programs

v

Converged Security Strategy

v

Business risk management

v
Business initiates requirement /
Demand

L 4

Protecting Business Information &
Goals
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Let’s get this right ...

Vulnerability
Assessment
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Business Impact

Assessment

Risk
Assessment

New

approach  Situational Awareness

Business Context

Risk valuation and
prioritization
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Risk Management Lifecycle

Starting point

Describe the resource and Identify and rate threats, Decision to accept, avoid,
rate risk sensitivity vulnerabilities, and risks transfer, or mitigate risk
(Business owner) (Information security) (Information security and

T business owner)

7. Monitoring and audit Information security _
risk management

Conitually track changes to the Document risk
” process . . 4 ’
system that may affect the risk decisions including exceptions
profile and perform regular audits For an application, system, and mitigation plans
(Information security and facility, environment, or vendor (Information security and
business owner) business owner)

" /
ovatsaion  — [JEIRGKRRGAT]

Test the controls to ensure the Implement mitigation plan with
actual risk exposure matches the specified controls
desired risk levels (Resource custodian)

(Information security)

Source: Risk Management Lifecycle, Evan Wheeler
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Information Security, Risk & Governance Framework

Business.
Impact

Risk Management / Information Security

Strategic
Strategy

Planning

; Steering Committee & Executive G 7 o 5
Senior Management ERM / CISO / Steering Committee or Information Security Forum

Business Strategy

Organization Roles and Enterprise Security
Structure Responsibilities Architecture
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Enterprise Security Architecture & Risk Management

Business Architecture

Employees & Third Party

Business & Services Information Systems ot
Staff

Locations & Facilities

Policies and Standards

Risk Management Security Architecture

Data Roles and Responsibilities
Godls and Objectives

Application Authority Matrix

KPI & KRI (Key Risk Indicators) _ : _ Physical Security
‘ Recruitment Process

Disciplinary Process

Access Management

Regulations & Compliance

Network Security Awareness MetricStream
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Information security & risk management activities

Process Technology Partners

Governance and Straftegic Security

* Enterprise Security Architecture

¢ Information Security Program Management
* Policies/Procedures Creation and Review

* Audit & Compliance Readiness

Operational Security

Security Operations

Incident & Breach response

Penetration Testing

Vulnerability Scanning / (Management)
Software and Application Security

Risk Management

KRI's
Independent Assessments
Continuous Monitoring & Reporting

Ahmed Qurram Baig, Copyright, 2012.
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Benefits of effective risk management & governance

e Strategic Alignment
e Effective Risk Management
e Convergence & Business Process Assurance

e Resources Management:

e Governance provides clarity of roles and responsibilities

e Governance empower people responsible with authority

e |T Value Delivery

e Monitoring & Performance Measurement
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IT GRC Strategy

Key Challenges:

e Reactive approach to IT Risk and Compliance — isolated risk
and compliance initiatives and inability to align with business

e Lack of multi-perspective, 360 degree Risk Awareness — non-
collaboration and lack of accountability on risk

Risk/compllance layer  Governance layer

GRC support ‘ayer

Ingredients for a successful IT GRC Strategy :

e Support and align with enterprise GRC strategy and
architecture

e Common architecture across IT processes and architecture

* Integrated IT infrastructure to holistically address the IT GRC
needs

Essential components of IT-GRC Architecture:

Business layer

IT iafrastructure layer

www.GRC-Summit.com/MEA
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'

Policies

Regulations Contracts

IT Policies & Procedures I

Risk & Compliance Reports

IT-GRC Data

I

IT Controls

=N

Technical

IT Asset Library

Servers Netwc

~~ &

Email Ident

Storage

Firewalls

Assets

o
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Simulation/Analytics ence

T

Metrics

Policy Mgmt IT-GRC Processes

Risk Assessmentt

IT Audits
Incident & Issue

Management

Vendor Governang

Compliance & Conttri

Business Continuit

Threat & Vulnerabil
Management

|

= Access/Segregation of Duties
= Configurations

8G = Threats & Vulnerabilities
b\]ﬂe = Events
>
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Bottom-up
Information

Bottom-up
IT-Risk

Bottom-up
IT Compliance

Integrated GRC

Security

TVM — Integration
& Correlation
Across Security
Operations

Security
Intelligence

Social Media Risk
Intelligence

Cloud Security
Integrations:

CMDB, VA, SIEM,
DLP, etc.
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Standardizing Risk
Calculations &
Analysis

Implementing Risk
Frameworks — I1SO,
NIST, COBIT, FAIR

Integrated Risk
Mgmt — InfoSec, IT-
Ops, Compliance

Controls Monitoring
& Testing

Risk Analytics

Harmonized
Controls

Regulations: PCI,
SSAE 16, FDIC,
NERC, HIPAA

Policy Compliance
— Acceptance,
Training, etc.

Control
Assessments

Linking Policies to
Control Objectives

Enterprise Risk
Management —
Common Risk &
Control Framework

Integrated
Compliance and
Controls

Common Platform
for Managing Risks
& BCP

Single Enterprise
Platform for ALL
GRC Initiatives
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Advanced Dashboards & Reporting

L)

Aggregation, Normalization & Correlation

RC Database

e

Information Security IT Operations

Network Vulnerability
Web App Vulnerability

Security Incidents & .
Event Management Compliance

Security Feeds

Performance
Availability
Vendor & Third Party

Projects

= Regulations (PCI,
HIPAA, NERC

Other Solutions Organizational

* Standards & Frameworks
(1SO, NIST, CoBIT...)
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MetricStream IT GRC Solution — Key Benefits

e Automation and rationalization of risk management processes with
support for federated risk analysis within units

e A common IT risk and control framework, tied to business risks

e Visibility in risks, risk factors, mitigating controls, metrics and analytics
with rich context, and integration with IT and security systems

e Automated and streamlined issue and remediation management
e Extensive support for standards & frameworks: 1ISO, COBIT, FAIR, NIST

e Advanced Analytics — e.g.: Mote Carlo Simulation or Bayesian analysis
to prioritize remediation efforts
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Risk Reports & Heatmaps
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Threat & Security Posture Reports

Welcome: IT Director

MetricStream

Administration

| enterprise | servers | Endpoints | nNetwork | D

»

tabases | PCICompliance | Policy Management

Audits

Threats
Threat Prediction - 2013
Threat Predictions by Watchlist for 2013
| Wazchliss
IP Watchlist
MAD Waschliss— —hule Wasch

@ B1N/Credential Watchlist @ IP Watchlist @ MAD watchlist

& Mule Watchlist @ URL Watchlist
Threat Prediction

Report Data as of: 02/06/2013 04:43 PM

Threat Scenario

Threat Level

Cofidence |

www.GRC-Summit.com/MEA2013

Ry Tasks: 0 [0 New

Threats | 1dentty

| MetricStream

0 Past due] = My Calendars My Profile | Help ~ | Briefcase | Logout

Universal

R x|

[~
£
&/~  Threat Prediction &)~ =
g
Threat Predictions by Confidence Level g
10, g
8
s
4
r—=
2
o
—— ‘
Welcome: IT Director QM Tasks: 0 [0 New, 0 Past due] =My Calendars My Profie | Help = | Briefcase | Logeut

Universal Search

Bl

| PC1 Compliance | Policy Management | Audits | Threats | rdentity

Network

Other Alerts O

Suspicious Target Alerts. o

Other Alerts Suspicious Target Alerts

am adsist biz
am adsistbiz
yahoo.com
am adsistbiz
g biz
yahso.com
wmag biz
tatic reverse
mag bz
wagbiz

Targets

mag.blz

No. of Alernts.

Boundary Defense Scores

Scores

ws

o
Proxy Server 4]

Boundaries

WP Access Points

Takeover of online bank account Iedium Likely
Stealing Customer Credentials I tew ] Confirme
Movement of money by Money Mules _ Potentic
Securtty breach by hacking websie T | Confirme
Creation of rogue mobile apps to gather customer information — Likely
Access Systems remotely [T | Confirme
Public Exposure of sensitive information by Malicious Actors Wedium Potentic
URL unavaiianis gus to DDOS attack Iegum Confirme
Phishing attack o W Confirme
Malware attack Medum Confirme
i4 4 |pPagel 1lor1| » W &
=
Done
Done

@ 1nternet ¥ R0 -



Thank You

Q&A
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