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1. Organizational Overview 

Bahrain Petroleum Company (Bapco) is engaged in exploration and prospecting 
for oil, drilling, production, refining, distribution of petroleum products and 
natural gas, sales and exports of refined products.  Established in 1929, Bapco 
contributes around 70% to the national economy.   Its 268,000 bpd refinery 
process 60% of its crude pumped from Saudi Arabia’s Abu Saafa offshore field 
via a 54 km pipeline, half over land and half sub-sea. 

Refining Capacity   268,000 BPD 
% Of Product Exported  Over 95% 
Workforce   2270 
% Bahrainization:   78% 
Contribution to Economy  >70% 
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2. Management Commitment 

Bapco is fully committed to its mission of managing and operating oil and gas business, 
supplying crude oil, petroleum products and gas to local and international markets with 
the aim of maximizing contribution to the national economy. 

 
1. The company will exercise a high level of diligence in understanding and effectively 

preventing, reducing or managing risks to its business.  Hence an Enterprise Risk 
Management Program is in place for the management of critical risks in all areas of 
the company. 
 

2. Bapco recognizes the importance of having action plans if any of the threats to 
business materialize.  Accordingly, Crisis and Business Continuity Management Plans 
will be developed for all high risk and critical areas of the company with effective 
readiness to react and a rapid capability to recover. 
 

3. There will be management Oversight and an independent Internal and External audit 
program to verify due diligence in mitigating critical risks and that appropriate crisis 
and continuity response plans are developed, communicated and maintained 
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3. Challenges 

1. Multitude of Risk Assessment techniques and procedures 
1. Hazops (Process and Projects) 
2. Business Continuity 
3. Risk Based Work Selection (Maintenance) 
4. Environmental Affairs 
5. Occupational Hygiene 

 
2. No formal “Business Risk Assessment” 

1. Independent Risk Assessments by business units 
 

3. Several “Risk Mitigation Oversight” organizations 
1. EHS Committee 
2. Compliance Committee’s 
3. … 

4. Risk Mitigation and Risk Response strategies not integrated 
5. Independent & standalone Crisis Management and Business Continuity Management 

Plans  
6. Good business must be supported by good technology 

6. Fire, Health & Safety 
7. Incidents 
8. Internal/External Audits 
9. Compliance Assessment 
10. Strategic Planning and 

Projects 
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4. Business Response 

Principles 
1. A standardized technique and process for Risk Assessment for technical or business 

risks 
2. A structured and common approach to business risk identification, assessment, 

mitigation, tracking and reporting 
3. All enterprise risks are covered: business, technical, compliance, strategic planning 

and information 
4. Clear and demonstrable link between Risks and readiness to respond (Crisis and 

Business Continuity plans)  
5. Risk Oversight process and organization, including Board of Directors is established 

with clearly defined roles and responsibilities 

Steps 
1. Business Risk Management (ERM) initiated in 2004 
2. Standardized Risks Assessment method introduced in 2009 
3. Standardized Business Continuity Planning method introduced in 2010 
4. Unified Crisis and Emergency Response system developed in 2011 incorporating all 

old MIPs (Major Incident Plans) into one system (ICS) 
5. A Business Resilience Model (incorporating ERM, CMP and BCP) developed in 2013 
6. ERM Committee (from 2004) transformed to Business Resilience Management   

Committee and BoD charter amended to include BRM oversight in 2013 
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1. Business 
2. Compliance 
3. Strategic/Projects 
4. Information 

1. Remove 
2. Reduce 
3. Mitigate 
4. Monitor 

1. Major Disruptions 
2. Critical and at Risk Processes 
3. Crisis Management Plans 
4. Business Continuity Plans 

1. Save Lives 
2. Save Environment 
3. Save Assets 
4. Ready to Recover 

1. Recover Business 
2. Resume Business 
3. Residual Risks 
4. Lessons Learned 
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“The ability of an organization’s business operations to rapidly adapt and respond to 
internal or external dynamic changes – opportunities, demands, disruptions or threats  
– and continue operations with limited impact to the business” … IBM 

5. Business Resilience Model 

What is Business Resilience Management 
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2 

    Enterprise Risk Management 
Identify, Assess, Mitigate and 

Prepare to Respond to Risk Event 

 1 

   Information Security 
Prevent and Manage 

Information/Cyber Threats 

 7 

    Strategic Business 
Planning 

Prepare Short & 
Long Term Business Plans 

6 

   Compliance Management 
Comply with Legal 

Obligations 

 5 

Prevailing and 
Emerging 

Business Risks 

Ensure Compliance Integrity 
in High Threat Areas 

Align Business Plans 
and Projects 

with Risk Profile 

Protect Mission  
Critical Information 

Risk Tolerance 

Manage Risks: 
Remove; 
Reduce; 
Mitigate 

Regular review and agreement by Key Stakeholders: Risk Appetite; Mitigation Strategies 

and Measures; Performance Measures 

Oversight Regime 
Manage, Direct and Review all Components of Business Resilience 

Audit Planning 
Validate Controls and their Effectiveness 

 8 

    Business Continuity 
Management 

Recover Normal Business 

 4 

    Emergency Response 
Respond to the Incident 

 2 

Continuity Plans for High 
Risk & Critical Processes: 
Save Business: Recover and 
Continue 

Crisis Plans for Major Credible 
Disruption Scenarios: 
Save Lives; 
Save Environment; 
Save Assets; 
Readiness to Recover  

    Crisis Management 
Manage the  

Disruptive Event 

 3 
Crisis Plans for Major Credible 
Disruption Scenarios: 
Business Priorities; 
Response Strategies; 
Manage Stakeholders; 
Manage Media 

5. Business Resilience Model 

Eight Key Components 
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2 

    Enterprise Risk Management 
Identify, Assess, Mitigate and 

Prepare to Respond to Risk Event 

 1 

   Information Security 
Prevent and Manage 

Information/Cyber Threats 

 7 

    Strategic Business 
Planning 

Prepare Short & 
Long Term Business Plans 

6 

   Compliance Management 
Comply with Legal 

Obligations 

 5 

    Business Continuity 
Management 

Recover Normal Business 

 4 

    Emergency Response 
Respond to the Incident 

 2 

    Crisis Management 
Manage the  

Disruptive Event 

 3 

5. Business Resilience Model 

Unified Risk Assessment Standard 

    Audit Planning 
and Execution 

Validate Controls 

 8 

5 Frequent 5 10 15 20 25

4 Likely 4 8 12 16 20

3 Occasional 3 6 9 12 15

2 Possible 2 4 6 8 10

1 Remote 1 2 3 4 5

2 3 4 5

Minor Moderate Serious Catastrophic

First aid injury (e.g. minor cuts and 

bruises, eye irritation from dust) or 

very minor health effect

Lost Time/ Non Lost Time injury (e.g. 

sprains, fracture, cut, lacerations, 

burns or bruises) or health effect (i.e. 

deafness or dermatitis)

Major injuries: amputations, major 

fractures, multiple injuries, or health 

effects: severely life shortening 

disease, occupational illness

Multiple fatalities or Multiple 

permanent disabilities

Creates minor public attention but no 

injuries

Result s one injury to any public but 

not serious

Cause several serious injuries that 

can cause public panic

Single or more fatalities that can 

create huge public panic

Very insignificant impact on 

workforce morale, efficiency and 

competence

Some by not serious impact on 

workforce morale, efficiency and 

competence

Morale, efficiency and competence 

of some of the critical workforce at 

risk

Morale, efficiency and competence 

of the entire workforce is at major 

risk

Slight environmental damage 

resulting from localized 

contamination of air, water or land, 

but no lasting effect.  A single breach 

of statutory or prescribed limits.  

Storage and disposal of small 

quantities of hazardous waste.

Moderate and limited damage to the 

environment and/or no lasting effect.  

Repeated breaches of statutory or 

prescribed limits.  Storage and 

disposal of wastes represent a 

moderate risk or moderate operating 

cost.

Severe & potentially long term 

damage to the environment, may 

require extensive measures to 

restore damage.  Extended 

breaches of statutory or prescribed 

limits.  Current waste 

storage/disposal methods are a 

significant risk to ground & ground 

water.

Persistent and severe damage to 

the environment with major 

financial consequences.  Release 

to air, water or land continuously 

breach regulatory or prescribed 

limits.  No acceptable disposal 

facility for waste.  Potential impact 

on ground and groundwater.

Some asset loss; damage or 

downtime
Serious asset loss and downtime 

Severe and serious assets loss, 

damage to facility or significant 

downtime

Total disruption or damage; 

potential for permanent loss of 

production

Adverse perception but little or no 

public and/or regulatory concern.  

Some adverse attention in the local 

media.

Considerable adverse perception and 

public/regulatory concern.  Moderate 

adverse attention in the local media.

Serious public and/or regulatory 

concern.  Extensive adverse 

attention in the local media and 

potential restrictive measures by 

Government

Catastrophic deterioration in public 

and Government relations.  

Extensive adverse attention in 

local and regional media.

Some minor oversight in good 

governance

Some violations with some but not so 

important consequences

Significant violations of good 

governance,  guidelines & norms 

with serious consequences

Serious violations of good 

governance: accountability, ethics, 

and social responsibility

Technical violation of Standards, but 

comply in spirit – medium term aim is 

to amend Standards to accommodate

Minor violation of Standards – interim 

solution can be found until full 

compliance is achieved

Technical violation of Law but 

comply in spirit – medium term aim 

is to obtain a waiver to 

accommodate

Violation of Law – need to initiate 

changes immediately

Margins on one or two products 

reduced for limited period. Banks 

have temporary liquidity issues, only 

able to provide partial funding of 

capital requirements

Margins on some products at lower 

levels for up to 6 months. Banks only 

able to provide partial funding of 

capital requirements

Margins on majority products low 

for short period unable to cover 

fixed & operating costs. Banks 

unable to extend credit for a limited 

period, including Letters of Credit 

for Customers

Margins on ALL products low or 

negative for extended period 

resulting in negative cash flows. 

Banks unable to lend any funds for 

an extended period, including 

Letters of Credit for Customers

Some but not significant breach of 

financial controls, very small financial 

losses

Some breach of financial controls 

resulting in some  financial losses

Serious breach of financial controls 

resulting in significant financial 

losses

Major breach of financial controls 

resulting in catastrophic financial 

losses

<10 million 10-100 million 100-250 million >250 million

4 3 2 1

Effective
Limited

Improvement Needed

Significant Improvement 

Needed
Ineffective

1 Controls are properly designed

Controls design is adequate 

however limited improvement is 

needed

There are significant 

opportunities for the 

improvement of design

Design of controls is not fit 

for purpose at all, will require 

a totally new design

2
Controls are properly applied 

as intended

Controls are in place however 

limited improvement is needed

Key controls in place, but 

there are significant 

opportunities for further 

improvement

Controls are non-existent or 

have major deficiencies, 

don’t operate as intended

3
Some improvement is needed 

in the application of controls

Minor improvement is needed in 

the application of controls

Significant but not major 

improvement is needed in the 

design and application of 

control

The design and application 

of controls is highly 

ineffective; needs a major 

redesign and application

 1-3

Immediate short term mitigation required, long term risk mitigation plan must be developed and implemented

Short term interim risk mitigation required, long term risk mitigation plan must be developed and implemented
Additional long-term risk reduction required. Senior management approval is required  If no further action can be reasonably 

taken, 
Risk is tolerable if controls and management systems are in place and consistent with the risk mitigation recommendations

Managed risk, no further reduction is required

 8-10

 4-6

16-25

 12-15

Serious impact on long term 

viability of company resulting in 

loss of major business capability, 

company reputation and long term 

profitability of its operations

RISK CATEGORIES

FOR ASSESSING CONSEQUENCES

CONSEQUENCES

1

Incidental

S
tr

at
eg

ic

Incidental and minor impact on 

business

Limited and relatively small impact on 

the achievement of business 

objectives

Moderate impact or temporary delay in 

the achievement of business 

objectives; short term but limited 

reputation damage; limited impact on 

customer retention; limited increase in 

costs; short term increase in costs or 

loss of revenue

Constrained ability to achieve 

business objectives with significant 

but recoverable loss of  

customers/alliances, 

credibility/reputation; loss of 

significant assets; loss of significant 

number of key personnel

Risk Assessment Matrix

Definitions

LIKELIHOOD

Multiple occurrences have happened frequently 

in the industry; probability >80%

L
IK

E
L

IH
O

O
D

Occurs more than once or twice per year, is 

continuous or certain to occur; probability 50%-

80%

Likely to occur once every two years or more; 

probability 10%-50%

Likely to occur once or more in life of 

facility/organization; probability 1%-10%

Unlikely to occur but known in industry; 

probability .1%-1%

The likelihood of consequences occurring: Index

Learning & Growth: Knowledge Management; Attract Skilled, 

Motivated, Productive Resources

Financial: Increased Cost Efficiency and Competitiveness; 

Shareholder Value (EVA); Enhanced Financial Strength; Increased 

Profitability

Customer: Image Excellence; Enhanced Corporate Agility; Quality 

Products; Customer Relationship Management

Internal Business: Organizational Excellence; Integrated EHS

Assets

Environment

No impact or minor First Aid injury 

Public No public impact

Un-noticeable impact on workforce 

morale, efficiency and competence

Negligible downtime of assets

P
eo

pl
e

Workforce

Human Resource Management

Public Image No adverse publicity or perception

C
o

m
p

lia
n

ce

Business Conduct
Insignificant lapse in good 

governance

Regulatory and Legal Standards
Insignificant technical violation of 

Standards, but comply in spirit – no 

need to amend Standards

O
p
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at
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n
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H
ea
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 S
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Negligible impact: no measurable 

impact to the environment

F
in

an
ci

al

Margins on one product declines for 

short period; No funding issues

Controls
No or insignificant breach of financial 

controls

Margins and Interest Rates and Liquidity & Credit

$ <1 million

EXISTING CONTROLS

5

Very Effective

Design

Controls are designed and 

operating in excess to basic 

requirements

Application

Controls are applied and 

operating in excess to basic 

requirements

Effectiveness

Controls are designed well 

and are being applied 

effectively
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Business Areas Staff 

• Risk Policy 

• Risk Register 
• Audit Reports 

• Approved Audit Plan 

• Risk Register 

• Approved Residual,  

 Target and Emerging Risks 
• Audit Reports 

• Risk Register 
Reports to the Deputy Chief Executive 

Audit Committee of the 
Board 

CE (Chairman); DCE; GM 
HR; GM Fin/IT; 

Nogaholding, Legal Adviser 

Internal Audit Department 
Chevron OEMS Focus 

External Auditors 
Strategic Planning Council 

Board Of Directors 

Business Resilience Comm 

BRM Group 

Internal/External Audit Strategic Planning Council 

Business Continuity Analyst 
01MG00/0200 

Enterprise Risks Analyst 
01MF00/0195 

Coordinator 
Business Resilience 

Management: 
01MG00/0190 

• Prevailing and Emerging 

Risks 

• Controls and Residual Risks 

• CMP/BCP Readiness 

• Risk 

Register 

• Business 

Plans 

• Risk Mitigation Plans 

Business Resilience Management Coordinators 

2 5. Business Resilience Model 

BRM Oversight 
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6. Technical Response 

Principles 
1. A single source database with consistent, uptodate and reliable data 
2. Reporting contents and look-and-feel should be same at all levels: Risk Owners, BRM 

Committee, and BoD 
3. A secure database, with at-source updates and audit trail 
4. Consistent and common data terminology as per company standards 
5. One system for all risk mitigation actions: origination, tracking, reporting and closure 
6. Data and system should be secure 
7. No data duplication within or across systems 

Steps 
“Implement an integrated Business Resilience Management System based on a proven 
GRC solution” 
1. Common Database with BRM Registers: Business Risks; Compliance; CM and BCP; 

Information Security; Projects and Audit 
2. A wizard to assist with Risk Assessment data capture based on the standardized Risk 

Matrix 
3. Workflow to manage corrective and preventive actions from inception to closure 
4. Integration with Corporate Systems (like HR) 
5. Common look-and-feel reporting system including KPIs 
6. Selected MetericStream solution 
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6. Technical Model 

MetricStream Solution 
1. Functionality 

1. Enterprise Risk Management – Anticipate, assess and mitigate key risks to business 

2. Compliance Assurance – Comply with government, industry and company regulations and 

standards.  

3. Information Assurance – Ensure security and privacy of Infrastructure and data – Business or 

Operational 

4. Business Continuity Planning – Prepare and rehearse plans to respond to major threats 

5. Strategic Planning – Strategic Plans and Major project Risk 

6. Crisis & Emergency Response Management -  Being prepared for credible disruptions 

7. Audit Program: Documentation and validation of Controls 

 

2. Process 

1. Risk Assessment Procedure: Bapco Risk Matrix with drop-down menus 

2. Approval by Stakeholders 

3. Email based reporting and escalation 

 

3. BRM Registers 

1. ERM 

2. Crisis Management Plans 

3. Business Continuity Plans 

4. Audit Program 

5. Compliance 

 

4. Reporting 

1. Risk Dashboard including KPIs 

2. Stakeholders, BoD, BRMC Reports (Bapco templates 
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7. MetricStream as an Enabler 

1. Crisis Management 

2. Business Continuity 

3. RBWS 

4. Environmental Affairs 

5. Project and Process Hazops 

6. Occupational Hygiene 

7. Fire, Health & Safety 

8. Incidents 

9. Internal/External Audits 

10. Compliance 

11. Projects 

Risk Management 

1 2 3 4 5 6 7 8

C L R

1 R032 Strategic 5 5 25 

2 R011 Operational 5 4 20 

3 R009 Operational 5 4 20 

4 R002 Operational 5 4 20 

5 R033 Operational 4 4 16 

6 R029 Operational 5 3 15 

7 R012 Operational 5 3 15 

8 R019 Operational 5 3 15 

9 R015 Operational 5 3 15 

10 R031 Compliance 4 3 12 

11 R030 Strategic 4 3 12 

12 R025 Strategic 4 3 12 

13 R016 Operational 4 3 12 

14 R010 Compliance 3 4 12 

15 R018 Operational 3 4 12 

16 R021 Strategic 5 2 10 

17 R022 Operational 5 2 10 

18 R017 Operational 5 2 10 

19 R020 Operational 5 2 10 

20 R003 Strategic 4 2 10 

21 R023 Operational 4 2 8 

22 R014 Operational 4 2 8 

23 R005 Operational 4 2 8 

24 R007 Compliance 3 2 6 

25 R026 Compliance 3 2 6 

26 R024 Strategic 2 2 4 

Increased  Risks addressed directly

16-25 Critical Risk 5 Catastrophic 5 Frequent No Change  Risk addressed indirectly

 12-15 Important Risk 4 Serious 4 Likely Decreased  No relevant Crisis Management Plan 

 8-10 Tolerable Risk 3 Moderate 3 Occasional

 4-6 Managed Risk 2 Minor 2 Possible

 1-3 Very low risk 1 Incidental 1 Remote

Disruption of gas distribution to major customers: Bapco, Alba, Power Stations (Riffa, 

Sitra, Al Dur, Hidd, and Al Ezzel), GPIC,  and GIIC,  resulting in disruptions to Refinery 

operations and major industries in Bahrain

List of Enterprise Risks - August 2013

Aug-13

C
h
a
n
g
e

Lack of business continuity plans in case Mobadala/Oxy decide to terminate DPSA 

agreement

Unavailability of workforce due to strike, civil unrest or pandemic leading to prolonged 

interruption in company operations

Malicious damage including acts of terrorism to company facilities including information 

systems resulting in serious and prolonged interruption to company operations

Inability to provide business or operations data, information and communication 

services due to damage to IT facilities, viruses, hardware failures, or human errors 

resulting in major disruptions to key business operations

Loss of staff due to lack of a competitive salary package and increasing demand for 

skilled workforce

New installations adjacent to Company facilities posing EHS and Security threat to 

Bapco

Loss of fuel supply to local market resulting in serious disruption to public and 

industries

Damage to Arad pipeline or Sitra facilities resulting in disruption of  aviation fuel supply 

to Bafco and consequently to Bahrain Airport

Inability to export refined products due to non-availability of Wharf or Sitra Tank Farm

Prolonged unavailability of low lift pump house causing inability to supply cooling water 

to the refinery units leading to prolonged refinery shut-down

Inability to address business risks timely and effectively: competition, higher product 

specifications; decline in margins, ineffective BMP implementation (technology, skills 

availability), failure of key suppliers/customers and joint ventures

Damage to power, steam, utilities or cooling water facilities resulting in a serious and 

prolonged disruption in company operations

Lack of awareness and potential violation of external policy and regulatory 

requirements leading to serious consequence for individuals or company

Lack of governance and reporting structure to monitor compliance with DPSA primary 

and ancillary agreements, especially those to be complied by the Joint Operating 

Company

Lack of a Corporate Crisis Management organization and procedures

Unavailability of crude supply from AB pipeline or Tatweer facilities leading to major 

disruption to business

Failure to maintain and improve company image with Shareholders, Parliament, Public 

at large, and, Bapco employees

Serious disruption to Refinery Laboratory operations causing disruption in testing, 

calibration and product certification

Level 3

Level 4

Level 5
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R = Residual Risk C = Consequences L = Likelihood

Level 1

Level 2

A major incident leading to environmental exposures resulting in pollution, bad image, 

cost of clean up and associated liabilities for the company.  Includes: Major Oil Spill; 

Major Hydrocarbon leak; Major Hazardous Chemical leak; Service Stations

Dependence on single source critical suppliers and contractors, putting company 

operations at risk if vendors are unable to supply required services or materials

Lack of effective work discipline, work ethics, fairness and accountability resulting in 

poor image and inability to make effective use of company workforce

Improvements needed in Bapco Corporate Governance to address the gaps between 

the Governance Rules of Bapco and the Bahrain Corporate Governance Code

Lack of a formal Management of Organization Change

Lack of integrated framework for emergency response and  coordination with key value 

chain partners resulting in inability to recover from, and continue operations in the event 

of major disruption to business

Accidental damage caused by fire or explosion in company facilities resulting in a 

serious and prolonged disruption in company operations
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Enterprise Risks and related Crisis Management Plans
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ERM 

BRMS 

Manual 

As-is 

Mitigation and Oversight 

OEMS 

CAPA 

Business Areas 

MetricStream 

Voluntary and Manual 

Critical Risks 

Risk Ratings: Different Criteria and Scales 
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5 Frequent 5 10 15 20 25

4 Likely 4 8 12 16 20

3 Occasional 3 6 9 12 15

2 Possible 2 4 6 8 10

1 Remote 1 2 3 4 5

2 3 4 5

Minor Moderate Serious Catastrophic

       Risk Assessment Matrix

16-25
Immediate short term mitigation required, long term risk mitigation plan must be 

developed and implemented

 12-15
Short term interim risk mitigation required, long term risk mitigation plan must be 

developed and implemented

 8-10
Additional long-term risk reduction required. Senior management approval is required  

If no further action can be reasonably taken

LIKELIHOOD  4-6
Risk is tolerable if controls and management systems are in place and consistent with 

the risk mitigation recommendations

The likelihood of consequences 

occurring:
Index  1-3 Managed risk, no further reduction is required.  Test and maintain controls.

CONSEQUENCES
1

Incidental

Multiple occurrences have happened 

frequently in the industry; probability 

>80%

LI
K

E
LI

H
O

O
D

Occurs more than once or twice per 

year, is continuous or certain to occur; 

probability 50%-80%

Likely to occur once every two years or 

more; probability 10%-50%

Likely to occur once or more in life of 

facility/organization; probability 1%-10%

Unlikely to occur but known in industry; 

probability .1%-1%

1. ERM 

2. Crisis Management 

3. Business Continuity 

4. RBWS 

5. Environmental Affairs 

6. Project and Process Hazops 

7. Occupational Hygiene 

8. Fire, Health & Safety 

9. Incidents 

10. Internal/External Audits 

11. Compliance 

12. Projects 

Risk Assessments 

ISO31000 

1 2 3 4 5 6 7 8

C L R

1 R032 Strategic 5 5 25 

2 R011 Operational 5 4 20 

3 R009 Operational 5 4 20 

4 R002 Operational 5 4 20 

5 R033 Operational 4 4 16 

6 R029 Operational 5 3 15 

7 R012 Operational 5 3 15 

8 R019 Operational 5 3 15 

9 R015 Operational 5 3 15 

10 R031 Compliance 4 3 12 

11 R030 Strategic 4 3 12 

12 R025 Strategic 4 3 12 

13 R016 Operational 4 3 12 

14 R010 Compliance 3 4 12 

15 R018 Operational 3 4 12 

16 R021 Strategic 5 2 10 

17 R022 Operational 5 2 10 

18 R017 Operational 5 2 10 

19 R020 Operational 5 2 10 

20 R003 Strategic 4 2 10 

21 R023 Operational 4 2 8 

22 R014 Operational 4 2 8 

23 R005 Operational 4 2 8 

24 R007 Compliance 3 2 6 

25 R026 Compliance 3 2 6 

26 R024 Strategic 2 2 4 

Increased  Risks addressed directly

16-25 Critical Risk 5 Catastrophic 5 Frequent No Change  Risk addressed indirectly

 12-15 Important Risk 4 Serious 4 Likely Decreased  No relevant Crisis Management Plan 

 8-10 Tolerable Risk 3 Moderate 3 Occasional

 4-6 Managed Risk 2 Minor 2 Possible

 1-3 Very low risk 1 Incidental 1 Remote

Disruption of gas distribution to major customers: Bapco, Alba, Power Stations (Riffa, 

Sitra, Al Dur, Hidd, and Al Ezzel), GPIC,  and GIIC,  resulting in disruptions to Refinery 

operations and major industries in Bahrain

List of Enterprise Risks - August 2013

Aug-13

C
h
a
n
g
e

Lack of business continuity plans in case Mobadala/Oxy decide to terminate DPSA 

agreement

Unavailability of workforce due to strike, civil unrest or pandemic leading to prolonged 

interruption in company operations

Malicious damage including acts of terrorism to company facilities including information 

systems resulting in serious and prolonged interruption to company operations

Inability to provide business or operations data, information and communication 

services due to damage to IT facilities, viruses, hardware failures, or human errors 

resulting in major disruptions to key business operations

Loss of staff due to lack of a competitive salary package and increasing demand for 

skilled workforce

New installations adjacent to Company facilities posing EHS and Security threat to 

Bapco

Loss of fuel supply to local market resulting in serious disruption to public and 

industries

Damage to Arad pipeline or Sitra facilities resulting in disruption of  aviation fuel supply 

to Bafco and consequently to Bahrain Airport

Inability to export refined products due to non-availability of Wharf or Sitra Tank Farm

Prolonged unavailability of low lift pump house causing inability to supply cooling water 

to the refinery units leading to prolonged refinery shut-down

Inability to address business risks timely and effectively: competition, higher product 

specifications; decline in margins, ineffective BMP implementation (technology, skills 

availability), failure of key suppliers/customers and joint ventures

Damage to power, steam, utilities or cooling water facilities resulting in a serious and 

prolonged disruption in company operations

Lack of awareness and potential violation of external policy and regulatory 

requirements leading to serious consequence for individuals or company

Lack of governance and reporting structure to monitor compliance with DPSA primary 

and ancillary agreements, especially those to be complied by the Joint Operating 

Company

Lack of a Corporate Crisis Management organization and procedures

Unavailability of crude supply from AB pipeline or Tatweer facilities leading to major 

disruption to business

Failure to maintain and improve company image with Shareholders, Parliament, Public 

at large, and, Bapco employees

Serious disruption to Refinery Laboratory operations causing disruption in testing, 

calibration and product certification

Level 3

Level 4

Level 5
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R = Residual Risk C = Consequences L = Likelihood

Level 1

Level 2

A major incident leading to environmental exposures resulting in pollution, bad image, 

cost of clean up and associated liabilities for the company.  Includes: Major Oil Spill; 

Major Hydrocarbon leak; Major Hazardous Chemical leak; Service Stations

Dependence on single source critical suppliers and contractors, putting company 

operations at risk if vendors are unable to supply required services or materials

Lack of effective work discipline, work ethics, fairness and accountability resulting in 

poor image and inability to make effective use of company workforce

Improvements needed in Bapco Corporate Governance to address the gaps between 

the Governance Rules of Bapco and the Bahrain Corporate Governance Code

Lack of a formal Management of Organization Change

Lack of integrated framework for emergency response and  coordination with key value 

chain partners resulting in inability to recover from, and continue operations in the event 

of major disruption to business

Accidental damage caused by fire or explosion in company facilities resulting in a 

serious and prolonged disruption in company operations
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Enterprise Risks and related Crisis Management Plans
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BRMC 

Critical Risks >15 

Business Areas 

Risk Mitigations 

B
R
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ALL 

ALL Critical Risks 

(Residual Risk >15) will 

be automatically 

escalated to BRMC 

Audit Compliance Cyber CMP/BCP ERM 

BRMS 

CAPA 

Risk Register and 

CAPA will be 

established for Risk 

Mitigations 

Phase 1 

Phase 3 

Phase 1 to 3 capabilities will be built into 
MetricStream from day one 

ALL Risk 

Assessment will be 

entered into 

MetricStream 

Phase 2 

Mitigation and Oversight (CAPA) 

ALL BRM Registers will 

be deployed 

Phase 4 

CAPA 

Optional 

7. MetricStream as an Enabler 
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Workflow 

Risk Identification 

Action Tracking 

Reports & Dashboards 

Identify Risk, Define Risk Owner  

& Approver, Link it to Business Unit 

Review / Approve Risk, Capture 

additional Info if needed 

Implement Action, 

Update Status on 

Actions 

Executive reports, 

Dashboards, Heat Maps 

Conduct Risk Assessment, 

Define Actions, Action 

Owners, Due Date 

Risk Analysis 

Risk 
Evaluation 

BRM 
Registers 

Business 

Compliance 

• Business 

• Compliance >15 

• Crisis Management >15 

• BCP Management >15 

• SBP/Projects >15 

• Information >15 

• Audit >15 

7. MetricStream as an Enabler 
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8. Key Learnings 

1. Think beyond traditional ERM 

 

2. Business model precedes technical model Single framework 

but phased deployment 

 

3. A consistent and standardized view of risks across the 

organization 

 

4. Automated escalation and tracking of critical risks and 

associated mitigations 

 

5. Common terminology and data 

 

6. Proven IT solution 
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Business Resilience Management 
MetricStream Implementation Framework 

Ihsan Ul Haque 
Coordinator Business Resilience Management 

Bahrain Petroleum Company 

Bahrain 

Towards Pervasive GRC 

Thank You 


