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Compliance, Risk & Audit Programs – Current State
• Increasing scope of programs

– Extending policies from employees to business 
partners

– Increasing number of assessments and audits

• Multiple programs across locations and 
business units

– Risk, compliance & audit management pervade 
every aspect of business operations

– Duplication of assessments, audits increases 
business risks

• Program islands and Information Silos 
– Lack of integration across programs

• Lack of Information Accuracy
– Rapidly changing laws and regulations

• Challenges in Enforcement
– Managing information dissemination, 

enforcement, noncompliance
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The GRC Journey: Levels of Maturity

Managed

Integrated

Optimized

Maturity of the GRC Program

S
tra

te
gi

c 
E

ffe
ct

iv
en

es
s 

Fragmented

Automate and streamline 
individual requirements
For example- Document 
Management, Issue 
Management

Streamlining 
independent functions
For example –
Compliance, Legal, Risk, 
Audit

Enabling collaboration 
between the different 
GRC functions
- Integrated GRC

Embedding GRC 
principles into the 
different  business 
functions – Sales, 
Marketing, HR etc
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Impact of GRC
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Legal
Internal 
Audits HR

Operational
Risk

Enterprise
Risk

Corporate
Compliance Finance

• Control Tests
• Compliance Issues 

& Remediation
• Regulatory 

Compliance
• Regulatory Exam 

Findings
• Regulatory Filings

• Enterprise Risk 
Assessments

• Top-Down Risk 
Perspectives

• Risk Findings & 
Remediation

• Losses
• Operational Risk 

Assessments
• Operational 

Control Tests
• Federated LOB 

Risk Perspectives

• General Ledger
• Losses
• Tax Filings
• Financial 

Transactions

• Supply Chain Risks
• Supplier  Scorecards
• Supplier Metrics
• Supply Chain  Issues
• Supply Chain Incidents

• Reputation
• Social & Web monitoring
• Ethics & Fraud Policies
• Legal Matter
• e-Discovery

• Independent Risk 
Perspective

• Control Tests
• Audit Findings & 

Remediation

• Marketing 
Compliance

• Marketing Activities

• Operating Risks
• Restricted Materials
• Permits
• Permit Filing 

Calendar
• Non-Compliance 

Issues

• HR Policies
• HR Compliance

• Non-Conformances
• Complaints
• Part Inspections
• Quality Audits
• CAPAs

• Contracts & SLAs
• Regulatory Compliance
• Threats & Vulnerabilities
• Security Incidents
• Configurations
• Roles & Access Rights
• Physical & Virtual Assets

• Health & Safety Compliance
• Emissions Data
• Water & Waste Data
• Facility-Use Policies
• Physical Access
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Articulating the Value of GRC… at Different Levels

• Senior Management, Board Members
– Top risks provide a context for strategic decisions - CapEx, M&A
– Better correlation of risks, connecting the dots
– Protection of shareholder value and brand
– Linkage between business objectives (revenue, EBIT) and risks

• Probability distributions for likely business outcomes, not point estimates 
• Forward looking risk information, integrated with historical data

• Business Owners
– Centralized view of risk and compliance information aligned to 

business performance objectives for enabling decision making
• Supplier risk information for procurement, spend reduction goals
• Credit policies for customer satisfaction
• Shortening time-to-market for new product launches
• Interlinking KPIs and KPIs
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Articulating the Value of GRC… at Different Levels

• Employees - empowering the first line of defense
– Seamless alignment and integration with roles and responsibilities
– Usability (web, mobile, reporting, languages) for mass adoption

• Productivity gains, improved resource utilization
• Rationalized controls, immediate savings, lower costs

• IT and Technology
– Enterprise-wide visibility and control with a common platform 

across the organization
• Operations, Legal, Compliance, Financial, Supply Chain, InfoSec
• Integration with various enterprise applications and systems



© 2013 MetricStream, Inc. All Rights Reserved.

Embracing Integrated GRC
• Corporate Governance

– Tone-at-the-top, Establish scope, Roles an responsibilities

• Enabling Collaboration Across GRC Functions 
– Risk-based approach, common information model

• Centralized Approach to Manage Multiple Compliance Programs
– Adopt relevant strategy, regulatory change management, facilitate 

assessments & certifications, enforce policies

• Effective Risk Assessment & Management
– Integrated approach, Scoring mechanisms, Quality control 

• Automate & Integrate Audit Tasks
– Appropriate Universe, Centrally Manage Tasks, Audit Types

• Issue & CAPA Management - Closed Loop Process

• Integrated Platform to Manage all GRC Apps
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Embracing Integrated GRC
• Corporate Governance

– Tone-at-the-top, Establish scope, Roles an responsibilities

• Enabling Collaboration Across GRC Functions 
– Risk-based approach, common information model

• Centralized Approach to Manage Multiple Compliance Programs
– Adopt relevant strategy, regulatory change management, facilitate 

assessments & certifications, enforce policies

• Effective Risk Assessment & Management
– Integrated approach, Scoring mechanisms, Quality control 

• Automate & Integrate Audit Tasks
– Appropriate Universe, Centrally Manage Tasks, Audit Types

• Issue & CAPA Management - Closed Loop Process

• Tangible Value
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Corporate Governance
• Board of directors and senior 

management oversight

• Clear Communication to 
stakeholders

• Discuss frameworks to decide on 
compliance culture, risk appetite 
and tolerance

• Compliance and Risk-driven 
strategic decisions

• Clear lines of responsibility and 
accountability

• Strong system of internal controls 
and effective risk management

• Metrics to monitor continuous 
performance

Communication

Frameworks Controls

Accountability

Oversight Responsibility

Strategy Systems

Metrics



© 2013 MetricStream, Inc. All Rights Reserved.

Establish Scope of GRC Programs

Meeting Regulatory 
Requirements

Training Partners and Other 
Stakeholders

Certifications with regard to  
business practices

Auditing Partner/Supplier 
Business processes and  
practices

Performing Impact 
Analysis/Risk Assessments

A Complex Situation –
Maintaining  Independence 
Vs  Providing Access

Have a Complete View to 
include Compliance Program 
Status of Third 
Parties/Partners
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Embracing Integrated GRC
• Corporate Governance

– Tone-at-the-top, Establish scope, Roles an responsibilities

• Enabling Collaboration Across GRC Functions 
– Risk-based approach, common information model

• Centralized Approach to Manage Multiple Compliance Programs
– Adopt relevant strategy, regulatory change management, facilitate 

assessments & certifications, enforce policies

• Effective Risk Assessment & Management
– Integrated approach, Scoring mechanisms, Quality control 

• Automate & Integrate Audit Tasks
– Appropriate Universe, Centrally Manage Tasks, Audit Types

• Issue & CAPA Management - Closed Loop Process

• Integrated Platform to Manage all GRC Apps
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Enabling Collaboration Across GRC Functions 

Issues 
Management/ 
Remediation

Compliance 
Management

Audit 
Management

Policy
Mgmt.

Risk
Management

Dashboards & 
Reporting

 Tracking Regulatory 
Changes
 Implementing and 

Assessing Controls
 Program Tracking

 Other 
Compliance 
Reporting

 Assessing Risk related to 
Non-Compliance
 Risk Assessment
 Quantitative and 

Qualitative Analysis

 Closed Loop 
Issues 
Management

 Federated 
Compliance 
Reporting

 Work Program Library
 Electronic Workpapers
 Scheduling
 Remediation
 Reporting
 Resource Management

 Email Integration
 Document 

Interoperability
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• Op Risk

• IT Risk

• Risk 3

…
…
…

Risks

• Control 1

• Control 2

• Control 3

…
…
…

Controls

• IT

• Finance

• Function 3

…
…
…

Functions/
Standards

• Process 1

• Process 2

• Process 3

…
…
…

Processes

• Control Test 1

• Control Test 2

• Control Test 3

…
…
…

Control Tests

• Risk-Based

• Requirement-Based

• Business Unit-Based

Risk Assessments

• Action Plan

• Implement

• Monitor

Issues

• SEC

• NASD

• PCI

• ISO

• SOX
…

Area of
Compliance

• Regulation 1
• Regulation 2
• Standard 1
• Standard 2

…
…

References

• Policy 1
• Procedure 1
• Work Instruction 1

…
…
…

Policies/Documents

Enabling a Common GRC Taxonomy

Defining a common GRC taxonomy that provides a baseline across the 
organization as well as a federated model that allows aggregation  and roll-ups
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Modeling Organizational Structures and Hierarchies
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Credit, Market Risk

Operational Risk

Business Risk

Legal Risk

IT Risk

Geographies

Risks
3rd Party Risk

ISO 31000, NIST, COSO
Dodd Frank Act etc.

Basel II and III etc.

Defining hierarchies and relationships for a centralized view of risk aligned to 
business performance objectives for enabling decision making
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Embracing Integrated GRC
• Corporate Governance

– Tone-at-the-top, Establish scope, Roles an responsibilities

• Enabling Collaboration Across GRC Functions 
– Risk-based approach, common information model

• Centralized Approach to Manage Multiple Compliance Programs
– Adopt relevant strategy, regulatory change management, facilitate 

assessments & certifications, enforce policies

• Effective Risk Assessment & Management
– Integrated approach, Scoring mechanisms, Quality control 

• Automate & Integrate Audit Tasks
– Appropriate Universe, Centrally Manage Tasks, Audit Types

• Issue & CAPA Management - Closed Loop Process

• Integrated Platform to Manage all GRC Apps
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Centralized Approach to Manage Multiple Compliance 
Programs

Regulatory Intelligence, Map Standards & Requirements 

Executive Program Management

Compliance Library

Compliance Assessment

Reports Review & Approval

Certification and Filing

Issues and  Remediation
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Adopt Relevant Compliance Management Approach

Document
Mgmt.

Translate Rules Into 
Policies & Procedures

Policies & 
Procedures

Rules &
Regulations

Construct Compliance 
Strategies

Compliance
Reporting &
Dashboards

 G&A
 T&E

 HR
 FCPA, OFAC, AML
 Corporate Ethics

 Financial Processes
 Adherence to Rules & 

Laws

 SEC Rules & Regs.
 Financial Controls
 Independence

 Non-Key Controls
 Code of Conduct
 OFAC

Controls

Self-
Testing

3rd

Party
Testing

Training &
Certification

Notifications & Alerts

Attestation

Examples

Risk / Cost of 
Compliance

Adopt Relevant Compliance Management Approach
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Regulatory Change Management 
• Monitor Regulatory Changes

• Update policy and compliance 
activities

• Impact analysis and mapping

• Triggering assessments, policy 
updates

Alert Channels Structured Content 
Channels

Email RSS

Infolet

Database

Forms & Reports

Subscriptions

Issues

-Title

- Body

- Attachments

Alerts

Notify Users

Review Alerts & 
Trigger Issues
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Facilitate Self Assessments & Certifications

• Standardize self-
assessments 

– Common taxonomies
– Evaluation criteria
– Central data repository 
– Surveys
– Certifications

• Enable each 
business and 
functional area to 
manage their own 

– Compliance activities
– Facilitate control 

effectiveness 
monitoring

– management reporting
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Embracing Integrated GRC
• Corporate Governance

– Tone-at-the-top, Establish scope, Roles an responsibilities

• Enabling Collaboration Across GRC Functions 
– Risk-based approach, common information model

• Centralized Approach to Manage Multiple Compliance Programs
– Adopt relevant strategy, regulatory change management, facilitate 

assessments & certifications, enforce policies

• Effective Risk Assessment & Management
– Integrated approach, Scoring mechanisms, Quality control 

• Automate & Integrate Audit Tasks
– Appropriate Universe, Centrally Manage Tasks, Audit Types

• Issue & CAPA Management - Closed Loop Process

• Integrated Platform to Manage all GRC Apps
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Enable Risk Assessment & Management

• Standard libraries of risks and controls 
– Harmonize risks and controls
– Ensures consistent methodology and 

facilitates aggregation by common 
attributes

– Identification,  Severity and Ratings 
– Control effectiveness and Testing

• Improved risk identification and control 
monitoring

– Facilitates risk aggregation across business 
units, functions and the enterprise 

– Controls evaluated once and leveraged by 
other linked functions and processes 

– Highlights interdependencies between risks 
and controls spanning numerous processes 
and functions 

Adopt an Integrated Approach to Risk
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RISK 
APPETITE

ResultsStrategic 
Plan

Risk Control
Risk Identification
Risk Assessment
Risk Balancing 
Risk Limits

What risks 
can I 
take? 

How much 
risk can I 

take? 

Who is 
willing to 
take the 
risks?

When do 
we take 
the risk? 

Assessment Articulation Action

Management 
Committee

Agrees 
on Risk 
Appetite

Management 
Committee
Agreement 

on Strategic 
Direction 

and 
Business 

Objectives

Business 
Initiative 

Brainstorming 
session

Business Unit 
Articulation 

of Viable 
Initiatives

Risk 
Management 

Highlights 
Potential 
Risks of 

Offerings

Business and 
Functional 

Groups 
Access 

Controls

Functional support areas play a critical role in evaluating a company’s strategic risks 

Aggregation & Scoring Mechanisms to Establish Right 
Risk Appetite
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Embracing Integrated GRC
• Corporate Governance

– Tone-at-the-top, Establish scope, Roles an responsibilities

• Enabling Collaboration Across GRC Functions 
– Risk-based approach, common information model

• Centralized Approach to Manage Multiple Compliance Programs
– Adopt relevant strategy, regulatory change management, facilitate 

assessments & certifications, enforce policies

• Effective Risk Assessment & Management
– Integrated approach, Scoring mechanisms, Quality control 

• Automate & Integrate Audit Tasks
– Appropriate Universe, Centrally Manage Tasks, Audit Types

• Issue & CAPA Management - Closed Loop Process

• Integrated Platform to Manage all GRC Apps
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Automate and Integrate Audit Tasks

• Better audit planning and 
resource utilization

• Manage multiple audit 
types

– Internal Audit
– Compliance Audit
– Supplier Audit
– Quality Audit
– Safety Audit
– Environmental Audit
– Store Audit
– Loss Prevention Audit

• Effective scheduling of 
internal and external 
auditors

Centrally Manage Multiple Audit Projects
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Audit Type – Internal Audit Management

• Identify and document 
controls
• A central repository for all 

controls and compliance 
documentation

• Test adequacy & 
effectiveness of controls
• Conduct surveys, self 

assessments, continuous 
monitoring

• Reports to deliver real-
time view of controls 
• Dynamic dashboards, 

charts, and reports 
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Audit Type - Supply Chain Audits
• Create a framework to 

identify compliance, 
risks, performance 
improvement programs

• Identify the strengths 
and weaknesses of 
supply chain

• Benchmark supply chain 
management best 
practices

– Vendor interfaces
– Purchasing & 

Procurements
– Manufacturing practices
– Warehousing
– Adoption of standards

• GMP, Sanitation, Quality 
Control, Compliance and 
HACCP 
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Audit Type – Quality & Safety Audits

• Safety aspect of divisions

• Design specifications, risk 
analyses and design reviews, 
engineering evaluations

• Labeling specifications

• Purchasing and manufacturing

• Effectiveness of quality and 
safety controls

• Monitor compliance to 
regulatory requirements, 
company policies

• Authorize shipment based on 
successful audits and tests

• Corrective / preventive actions 
as needed
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Embracing Integrated GRC
• Corporate Governance

– Tone-at-the-top, Establish scope, Roles an responsibilities

• Enabling Collaboration Across GRC Functions 
– Risk-based approach, common information model

• Centralized Approach to Manage Multiple Compliance Programs
– Adopt relevant strategy, regulatory change management, facilitate 

assessments & certifications, enforce policies

• Effective Risk Assessment & Management
– Integrated approach, Scoring mechanisms, Quality control 

• Automate & Integrate Audit Tasks
– Appropriate Universe, Centrally Manage Tasks, Audit Types

• Issue & CAPA Management - Closed Loop Process

• Integrated Platform to Manage all GRC Apps
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Issue & CAPA Management - Closed Loop Process

Common data set 
for managing 

Issues & Actions

Risk 
Management

Compliance 
Management

Business 
Operations

Audit 
Management

Monitoring Issues & Actions

Root Cause analysis

Track Issues to closure

Risk

Control 

Schedule

Regulations

Process

Rules

Planning

Work-Papers

Findings

Projects

Technical

Business
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Embracing Integrated GRC
• Corporate Governance

– Tone-at-the-top, Establish scope, Roles an responsibilities

• Enabling Collaboration Across GRC Functions 
– Risk-based approach, common information model

• Centralized Approach to Manage Multiple Compliance Programs
– Adopt relevant strategy, regulatory change management, facilitate 

assessments & certifications, enforce policies

• Effective Risk Assessment & Management
– Integrated approach, Scoring mechanisms, Quality control 

• Automate & Integrate Audit Tasks
– Appropriate Universe, Centrally Manage Tasks, Audit Types

• Issue & CAPA Management - Closed Loop Process

• Integrated Platform to Manage all GRC Apps



© 2013 MetricStream, Inc. All Rights Reserved.

Adopt Integrated Platform to Manage GRC Apps
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Enhance Workflow, Productivity and Collaboration
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Integrated GRC Program Implementation Example

20xx 20xx 20xx20xx 20xx 20xx
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PMO – Program  Plan, Management and Communications of  Progress, Org Change

GRC Program Plan

SOX Compliance  Management

Compliance

Business Functions

GRC Foundation
Risk and Control Framework, Risk Reporting and Governance

GRC Organization Hierarchy. Asset Integration

Business Continuity Management

Infolet Integration:  Data Feeds

Threat and Vulnerability Management

Audit Management

Supplier Governance

Risk Management

Issue Management

Incident Management
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Measuring Value of GRC - Reduced Risk

• Better risk mitigation
– Speed of Decision Making
– Reaction time to loss events reduced

• Example: credit card data security breach – PCI non-compliance

– Ability to understand co-relations of risks 

• Assured compliance
– Effective tracking and reporting
– Detection and closure of gaps and deficiencies
– Example: Penalty for noncompliance with laws 

• Effective risk detection and assessment
– Know where to focus, right prioritization
– Translate assessment into actionable recommendations
– Example: Positional intellectual property liability
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Measuring Value of GRC - Lower Ongoing Costs

• Reduction on 
– Eliminate redundant and irrelevant activities

• Harmonization of controls (for example Cobit, ISO 27002, PCI, SOX)
• 20-40% reduction

• Rationalizing Resources
– Consolidation and better resource utilization – lesser manual work
– Improved assurance with current staff

• Reduction in external costs of assurance 
– Less use, more effective use with easy access to information
– Estimated 25% savings in External Costs of Assurance

• Lower IT costs
– Common infrastructure across various assurance groups 
– Faster compliance by system consolidation, information visibility
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Measuring Value of GRC - Better Business Decisions

• Reputation Management
– Preserving brand and shareholder value

 Unmanaged incident, compliance issue - millions in reputation damage 

• Revenue Management
– Ensuring you don’t lose your customers 

 Customer loss - millions in revenue loss 

• Visibility
– Faster decision making 

 Pre-empted controls can result in hundreds of thousands in savings 

• Transparency
– Risk intelligence to board and investors

• Strategic Value
– Align IT to business
– Business performance gains through process standardization
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Organizations in Different Stages of GRC Maturity

Fragmented

Managed

A Leading Healthcare Provider
• Streamlining the preparation for claims audit  program
• Enables fulfilling record requests to timely submissions, determinations and 

managing appeals
• The entire appeals process is simplified by automating the task of preparing, 

reviewing, approving and finalizing appeals

Global Bank with Operations in Over 50 Countries
• Global roll-out for risk-based internal audit for 600 Auditors and 10,000 Auditees
• Driven by BoD Audit Committee and Group Chief Audit Executive
• Enabling systematic, consistent risk-based audit process with distributed 

deployments for scalability, security and compliance with country-specific 
privacy laws
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Organizations in Different Stages of GRC Maturity

Top Pharmaceutical and Life Sciences Company
• Harmonized risk, compliance and controls across 250 subsidiaries
• Risk based Audits, SOX, Vendor Risk Management
• Supporting functions including in audit, legal, regulatory, finance, IT, privacy, 

security, marketing, sales, safety, environment and quality

Optimized

Integrated

One of the Largest Consumer Products Brand
• More than 200,000 users across 80 countries
• Global convergence of multiple GRC initiatives on a single platform
• Audits, assessments of financial and regulatory controls and requirements, 

attestations, policy management, incident management, and risk 
management
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