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Compliance, Risk & Audit Programs - Current State

* Increasing scope of programs

— Extending policies from employees to business
partners

— Increasing number of assessments and audits

Multiple programs across locations and
business units

— Risk, compliance & audit management pervade
every aspect of business operations

— Duplication of assessments, audits increases
business risks

Program islands and Information Silos
— Lack of integration across programs

Lack of Information Accuracy
— Rapidly changing laws and regulations

Challenges in Enforcement

— Managing information dissemination,
enforcement, noncompliance

© 2013 MetricStream, Inc. All Rights Reserved. M et r ic St re a m I



I The GRC Journey: Levels of Maturity

A

Streamlining /”
independent functions ‘

For example — 7 S
Compliance, Legal, Risk, _ 7 Optlmlzed
Audit _

s
t ./
-
Automate and streamline s 7 Integrated

individual requirements J | Embgdding GRC
For example- Document / principles into the
Management, Issue / ? different business
Management ’/ ‘ functions — Sales,
Marketing, HR etc

7
t P 7 Managed Enabling collaboration

5 between the different
_ 7 GRC functions

s - Integrated GRC
7 Fragmented

Maturity of the GRC Program

Strategic Effectiveness
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Impact of GRC

e Enterprise Risk
Assessments

e Top-Down Risk
Perspectives

e Risk Findings &

 Control Tests

e Compliance Issues
& Remediation

* Regulatory

Compliance Remediation
» Regulatory Exam ~
Findings
» Regulatory Filings Corporate
Compliance

&

» Marketing
Compliance
» Marketing Activities

» Operating Risks
» Restricted Materials
* Permits

* Losses

» Operational Risk
Assessments

» Operational
Control Tests

* Federated LOB
Risk Perspectives

Enterprise
Risk

&

Marketing & Sales

» Permit Filing —

Calendar Manufacturing
» Non-Compliance

Issues Supply Chain

Quality
* Non-Conformances
e Complaints
« Part Inspections
e Quality Audits
e CAPAs

» Contracts & SLAs

» Regulatory Compliance

» Threats & Vulnerabilities
 Security Incidents
 Configurations

* Roles & Access Rights

* Physical & Virtual Assets
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Operational
Risk

&

* Independent Risk
Perspective

 Control Tests

 Audit Findings &

« General Ledger Remediation

: Losse§. * HR Policies

" Tax Filings * HR Compliance
* Financial

Transactions

Internal
Audits

&

Finance

s

HR

%

Business Line
Business Line

Health & Safety Compliance
Emissions Data

Water & Waste Data
Facility-Use Policies
Physical Access

Legal

s

* Reputation

« Social & Web monitoring
* Ethics & Fraud Policies
 Legal Matter

« e-Discovery

 Supply Chain Risks
 Supplier Scorecards
 Supplier Metrics

» Supply Chain Issues
 Supply Chain Incidents
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Articulating the Value of GRC... at Different Levels

* Senior Management, Board Members

— Top risks provide a context for strategic decisions - CapEx, M&A
— Better correlation of risks, connecting the dots
— Protection of shareholder value and brand

— Linkage between business objectives (revenue, EBIT) and risks
» Probability distributions for likely business outcomes, not point estimates
» Forward looking risk information, integrated with historical data

* Business Owners
— Centralized view of risk and compliance information aligned to
business performance objectives for enabling decision making
« Supplier risk information for procurement, spend reduction goals
 Credit policies for customer satisfaction
« Shortening time-to-market for new product launches
e Interlinking KPIs and KPlIs
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I Articulating the Value of GRC... at Different Levels

O%

(D)

 Employees - empowering the first line of defense
— Seamless alignment and integration with roles and responsibilities

— Usability (web, mobile, reporting, languages) for mass adoption
 Productivity gains, improved resource utilization
» Rationalized controls, immediate savings, lower costs

* |T and Technology

— Enterprise-wide visibility and control with a common platform
across the organization

« Operations, Legal, Compliance, Financial, Supply Chain, InfoSec
 Integration with various enterprise applications and systems
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Embracing Integrated GRC

* Corporate Governance
— Tone-at-the-top, Establish scope, Roles an responsibilities

Enabling Collaboration Across GRC Functions
— Risk-based approach, common information model

Centralized Approach to Manage Multiple Compliance Programs

— Adopt relevant strategy, regulatory change management, facilitate
assessments & certifications, enforce policies

Effective Risk Assessment & Management
— Integrated approach, Scoring mechanisms, Quality control

Automate & Integrate Audit Tasks
— Appropriate Universe, Centrally Manage Tasks, Audit Types

Issue & CAPA Management - Closed Loop Process

Integrated Platform to Manage all GRC Apps
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Embracing Integrated GRC

* Corporate Governance
— Tone-at-the-top, Establish scope, Roles an responsibilities

Enabling Collaboration Across GRC Functions
— Risk-based approach, common information model

Centralized Approach to Manage Multiple Compliance Programs

— Adopt relevant strategy, regulatory change management, facilitate
assessments & certifications, enforce policies

Effective Risk Assessment & Management
— Integrated approach, Scoring mechanisms, Quality control

Automate & Integrate Audit Tasks
— Appropriate Universe, Centrally Manage Tasks, Audit Types

Issue & CAPA Management - Closed Loop Process

Tangible Value
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Corporate Governance

» Board of directors and senior

management oversight
o Communication Accountability
* Clear Communication to

stakeholders
_ _ Responsibilit
* Discuss frameworks to decide on : Y
compliance culture, risk appetite
M

and tolerance etrics

« Compliance and Risk-driven
strategic decisions

« Clear lines of responsibility and
accountability

« Strong system of internal controls
and effective risk management
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I Establish Scope of GRC Programs

Compliance Ecosystem

' @lrade
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® s of m ? @ other -
& 0 . customers * s‘.a:ehodefs..
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. agenciesd e, complementary
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competing organisations that have
shared product & service attnbutes
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organisational arrangements _ .+*
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. .
-------
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Meeting Regulatory
Requirements

Performing Impact
Analysis/Risk Assessments

Certifications with regard to
business practices

Auditing Partner/Supplier
Business processes and
practices

Training Partners and Other
Stakeholders

—— A Complex Situation —
Maintaining Independence
Vs Providing Access

Have a Complete View to
. include Compliance Program
Status of Third
Parties/Partners

MetricStream



Embracing Integrated GRC

* Corporate Governance
— Tone-at-the-top, Establish scope, Roles an responsibilities

Enabling Collaboration Across GRC Functions
— Risk-based approach, common information model

MetricStream I



Enabling Collaboration Across GRC Functions

= Tracking Regulatory
Changes

= Email Integration
= Document

Interoperability
A

= Implementing and Compliance
Assessing Controls ~ [UEIEE Sl
= Program Tracking

<
>

Issues
Management/

MEMEEMIER Remediation

= Closed Loop
Issues
Management

= Assessing Risk related to
Non-Compliance

= Risk Assessment

= Quantitative and

» Federated
Compliance
Reporting

Dashboards &
Reporting

ualitative Analysis
Q y Management

= Work Program Library
= Electronic Workpapers
= Scheduling

= Remediation

= Reporting

= Resource Management

© 2013 MetricStream, Inc. All Rights Reserved.

4

= Other
Compliance
Reporting
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I Enabling a Common GRC Taxonomy

Defining a common GRC taxonomy that provides a baseline across the

organization as well as a federated model that allows aggregation and roll-ups

Area of Functions/
Compliance Standards Processes Risks Controls Control Tests

e Control 1 ~~~»e Control Test 1

« Control 2 A« Control Test 2

-
-
-

* Process 1 e Op Risk

- * Finance e Process 2 * |T Risk

¢ Function 3 * Process 3 e Risk 3  Control 3 e Control Test 3

.

References ,~" Policies/Documents Risk Assessments Issues
Regulation 1 * Policy 1 « Risk-Based « Action Plan
Regulation 2 Syluiaiale >« Procedure 1 _

Standard 1 ">~ « Work Instruction 1 * Requirement-Based - * Implement
Standard 2

» Business Unit-Based

* Monitor
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Modeling Organizational Structures and Hierarchies

Defining hierarchies and relationships for a centralized view of risk aligned to

business performance objectives for enabling decision making
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Embracing Integrated GRC

* Corporate Governance
— Tone-at-the-top, Establish scope, Roles an responsibilities

Enabling Collaboration Across GRC Functions
— Risk-based approach, common information model

Centralized Approach to Manage Multiple Compliance Programs

— Adopt relevant strategy, regulatory change management, facilitate
assessments & certifications, enforce policies

MetricStream I



Centralized Approach to Manage Multiple Compliance
Programs

Regulatory Intelligence, Map Standards & Requirements

Compliance Library

Issues and Remg€diation

pr——

B— Executive Program Management

Compliancg Assessment

—
b
v

CertificatioMy@and Filing

- Repo
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I Adopt Relevant Compliance Management Approach

Adopt Relevant Compliance Management Approach

Translate Rules Into Construct Compliance
Policies & Procedures Strategies

Risk / Cost of
— — Compliance
A
Rules & < Document
Regulations I Mgmt. Examples
= SEC Rules & Regs.
= Financial Controls
_II = Independence
Policies &
Procedures
Self- = Non-Key Controls
= Code of Conduct
= OFAC
- Controls
= Financial Processes
= Adherence to Rules &

3rd
Party
Testing

Attestation

Laws
Compliance .
e S « FCPA, OFAC, AL
= Corporate Ethics
Notifications & Alerts * G&A
= T&E
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Regulatory Change Management

Email

- . « Monitor Regulatory Changes

BTN * Update policy and compliance
e ™ N

\ activities

L Alert Channels } Structured Content e Im paCt an aIySiS an d map p| n g

Channels

Subscriptions
iii:;\; tnfijet

- Triggering assessments, policy
ai fﬁ updates

A\
/N

Review Alerts & -~ Database
view ~
H welcome: Requlatory Affairs 88" ty Tasks: 76 [1 tew, 0 Fast due] Wy Profle | Help | Logost
Trigger Issues MetricStream
Issues Notify Users Reguiatory Tracking | MCE | Fraud & Abuse | Accreditation |

ST e TSRy

— v r~ | s
= General Overview
e Event ID * Created on Workflow stage
- Forr&&_R_eports | Event-1p-81 03/15/2011 Initiate Event |
= e =

Author Event Type Regulator

—— reg_affairs Regulatory Alert v P
"‘J — Bill 1D Requirement Tag ET
— | Select One v
| Title* Effective Date
mo. day yea
a
| Description (e.g. Notes, Comments)
Regulatory Alert Type Link to Previous Alerts?
Select One b Select One |
Key Dates
Add Row  Delete Row W 4 pages:1 of 1P MTotal Rows1
Delete  Event Date Type
o mo. day year
Reweied Select One v / J 9
Wi
Select One
Bill Effective From Date
Date Enacted (Enactment/Promulgation Date)
Date Identified
I Date Reg Alert Issued
4dd Row Effective Date for Reparting Purposes (i e Compliant By)
I Exam Date 1 -
== = Internal Action
| Requlatory Guidance Effective From Date Powered by MetricStream

@ Intemat - ®1s% -

MetricStream
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Facilitate Self Assessments & Certifications

« Standardize self-
assessments
— Common taxonomies
— Evaluation criteria
— Central data repository
— Surveys
— Certifications

* Enable each
business and
functional area to
manage their own

— Compliance activities

— Facilitate control
effectiveness
monitoring

— management reporting
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(= Infocenter - MetricStream Enterprise Compliance Platform - Windows Internet Explorer

G T (8] masdemotyvm metricstream.com) 14

R |

= @Infucm!w - MetricStream Enterprise Compliance Platf...

Welcome: John C

MetricStream

| My Cases | My Issues | My Assessments | My Documentation |

My Surveys

Perform Surveys

= Reports - Windows Inte

| Compliance Center | Event Center EREIDLIN Loss Center i Survey

Risk Center ‘ Dashboards | Reports | My Profile

Search | Advanced Search

Briefcase

Started Work

About | Help

MetricStream

Assignments I

customize

Reassign

Y == ——
» Record Survev Re; @U v ‘g_ t L metricstream.com/14ER M
My Event Assignmiilig
e Ereports
Review Survey  gtatus of Regulatory Filings-Surveys-Certifications
» Review Survev:Pri  Report Data as of: 03/22/2010 04:56 AM
me. day year ~ hrs.  mins.

» Review Survey:UR
—_— i | |

Create Search Condition
diti

» Review Regular Ri Search C

» Review Survey:US

v ¥ X

_'PM VE Current ® History

| s

My Event Assign
Show
Parameters
Showing 1 - 20 of 110 records

Certification Name  ~
3000.400 Audit Checklist

3000.500 Post Audit Client Satisfaction

302 Certification

302 Certification

CERT TYPE
Governance

Other

Governance

Others

N

Assigned To

Program Manager

Common User

Program Mansger
Risk Aszessor
Risk Qvner
Audit Manager

John €

lohn C

Kathy Steimer

Kathy Steimer

Kathy Steimer
Survey Respgondent
program Manager
program Manager
Executive Svstem
Program Manager

Sent On
Mar-11-2009

Mar-11-2009

Mar-11-2009
Mar-11-2009
Mar-11-2009
Jul-28-2009
Nov-03-2009
Jan-26-2010
Jul-29-2009
Jul-30-2009
Jul-21-2009
Jan-26-2010
Sep-18-2009
Sep-18-2009
Mar-01-2009

Mar-01-2009

Mar-2

Mar-2

Mar-2
Mar-2
Mar-2
Oct-0-
Oct-0-
Jan-2!
Oct-0-
Oct-0-
Oct-0-
Jan-2!
Oct-0-
oo
Mar-0

Mar-0
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Embracing Integrated GRC

* Corporate Governance
— Tone-at-the-top, Establish scope, Roles an responsibilities

Enabling Collaboration Across GRC Functions
— Risk-based approach, common information model

Centralized Approach to Manage Multiple Compliance Programs

— Adopt relevant strategy, regulatory change management, facilitate
assessments & certifications, enforce policies

Effective Risk Assessment & Management
— Integrated approach, Scoring mechanisms, Quality control

MetricStream I



Enable Risk Assessment & Management

Adopt an Integrated Approach to Risk

» Standard libraries of risks and controls
— Harmonize risks and controls

— Ensures consistent methodology and Info
facilitates aggregation by common Technology
attributes Libraries
e . . : Hierarchy
— Identification, Severity and Ratings il Business

A\ Processes

— Control effectiveness and Testing

* Improved risk identification and control
monitoring

— Facilitates risk aggregation across business
units, functions and the enterprise

— Controls evaluated once and leveraged by
other linked functions and processes

— Highlights interdependencies between risks
and controls spanning numerous processes
and functions
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Aggregation & Scoring Mechanisms to Establish Right

Risk Appetite

WHEWES
can |
take?

How much
risk can |
take?

Who is
willing to
take the

risks?

When do
we take
the risk?

e )
Management
Committee
Management Agreement
Committee * on Strategic
Agre.eS Direction
on Rl:f.k and
Appetite Business
g ) \objectives Y,

Assessment

RISK

APPETITE

o

.

Business
Initiative

session

Brainstorming

Articulation

J

Strategic
Plan

Action

Risk Control
Risk Identification

Risk Assessment
Risk Balancing
Risk Limits

-

N

~

Business Unit
Articulation
of Viable
Initiatives

. J

4 N\ [ )
Risk
Management Business and
Highlights Functional
Potential Groups
Risks of Access
Offerings Controls
\_ J J

Functional support areas play a critical role in evaluating a company’s strategic risks
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Embracing Integrated GRC

* Corporate Governance
— Tone-at-the-top, Establish scope, Roles an responsibilities

Enabling Collaboration Across GRC Functions
— Risk-based approach, common information model

Centralized Approach to Manage Multiple Compliance Programs

— Adopt relevant strategy, regulatory change management, facilitate
assessments & certifications, enforce policies

Effective Risk Assessment & Management
— Integrated approach, Scoring mechanisms, Quality control

Automate & Integrate Audit Tasks
— Appropriate Universe, Centrally Manage Tasks, Audit Types

MetricStream I



Automate and Integrate Audit Tasks

Centrally Manage Multiple Audit Projects

Audit Project Management Frint
. . Fields marked vith a red asterisk are required
* Better audit planning and .- ————" R -
First Audit 6/1/2010 Fieldwork Finished - Reporting ™| » Dashbeard
“1: . Responsible Manager” Responsible Auditor” F.eslricted Access”
resource utilization ubersan 1sabel o
Budgeted Days Target Days Actual Days
0 0 0 Resource View Report
. . J Details Additional Details
 Manage multiple audit R -
Projected Actual Comtignts
dd/mm/yyyy dd/mm/yyyy
t eS APM: Pre-announcement Audit Planning A 'imd" =lan’nan Information (Read Oniv)
28/01/2010 [ 1 Information (Read e B
Approval Only) ~ | Einal 2PM
— Internal AUdIt Auditee Coordinatg rrent APM A

72 Reports - MetricStream Enterprise Governance Risk Compliance Platform - Windows Internet Explorer
Appointed —

— Compliance Audit - & mtsemon ' 2l 2L

Fle Edt WView Favorites Tools Help
AAM Sent to Auditi
¢ Favorites % £ 6.0 & AUD(19) @) VGSND M 1Saws @ pmanager @ FB-VSec @ C-SURV €] AppStudiol € AUD1 g Ener g COV M STYLE

- Suppller AUdlt @ Reports - MetricStream Enterprise Gavernance,,. | f§ - @b - Page~ Safety- Toos~ @-
) ) Kick-off meeting MetricStream Welcome: Steve Brent Rty Tasks: 13 [0 New,
— Quality Audit

My Profie | Help v | Briefcase ' Logout

Field Work RIS Administration
1 Reporting | Audits Overview | AuditUniverse | Risk Assessments & Annual Plans | AuditProjects | Tests & Work Papers | Issues &Reporting | Setup
Safety AUdIt m >I>p Scheduled Audits (2) e ;,
. . Action* i Report Data as of: 05/25/2012 04:24 PM 3
— E nVl rO n m e ntal Au d |t Update PMO v ®  week Beginning Type Jan-3 Jan-10 Jan-A7 Jan-24 Jan-31 Feb-7 Feb-14 Feb-21 Feb-28 ;—:
Complance IOX  CTSCHESN ONSCREEN OTSERSSN  Frose: - g
— Store Audit Sicey Deiooma Ave T il

il submit | Cavicel [ Colice Otner ormooa] Kidde lexico
— Loss Prevention Audit T SR SN STTE e
Dan Greenberg Audit Phase 1 T TEEEEE DTSERERN  Pnosc
Other Kidde Fire Tr... IPhase 1] ACT (Advan L2024
‘echnologies [iTechnologies Technologies [Technologies

- Effective scheduling of e o e

Internal and external | S e —— !

Page. 1 oft » »i | @  Records perpage; 20 v Displaying records 1- 12 0f 12

auditors e
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Audit Type - Internal Audit Management

e |ldentify and document ...

controls e
Conducted By (Organization)* Lead Auditor* Audit Manager*
= A central repository forall » »
controls and compliance St v
documentation

Scope | Team/Contacts |KeyMiestones & Documents
* Test adequacy & @ scary

Restrict Access To*

effectiveness of controls |reee =

(@ Templates
= Conduct surveys, self C— o W
assessments, continuous
monitoring

* Reports to deliver real-
time view of controls

= Dynamic dashboards,
charts, and reports

MetricStream I



I Audit Type - Supply Chain Audits

» Create a framework to
identify compliance, e e ———
risks, performance - fr— I
Improvement programs

Report Start Date Report End Date
01-Mar-2010 31-May-2010

Showing 1 - 6 Of 6 Records

H Auditor
* ldentify the strengths — e

1EL-AUD- hdfh

and weaknesses of g

1 =i —
- IEL-AUD- IR PPLIER  Ethical o ] - 1 1 gfdfgdfgdf

Su pply Chal n Supplier—Ethical:
e s
IEL-AUD- Veq Ethical Amber Amber 1 =] ] 1 3 Ok supplier

Quality Is
getting worst
now

Supplier-Ethical-

« Benchmark supply chain | ===

IBL-AUD- Veg Foreign Amblf Amber 0 o -] 1] ] gfdfgdfgdf
Supplier- Object
management best
g Veg-20100414-
477
- IEL-AUD- TREE SUPPLIER Eorei g 43.75 Amber & 2 2 4 4 Conclusions™
raCtI CeS Supplier- for Test
Foreign Object- Audit flow for
TREE SUPPLIER- PF - 6.
. 20100415-483
_ Vendor‘ Inte r‘faces IEL-AUD- WOOLWORTHS  Hygiene 0 0 o 0 o rter
Supplier-
Hygiene-
WOOLWORTHS-

20100425-556

— Purchasing &
Procurements

Email

— Manufacturing practices
— Warehousing

— Adoption of standards

* GMP, Sanitation, Quality
Control, Compliance and
HACCP
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I Audit Type - Quality & Safety Audits

Metricstream Welcome: Auditor CSC 1 QMy Tasks: 10 [0 New, 0 Past due] =) My Calendars

My Reports Administration

« Safety aspect of divisions

| Manage Audits | Conduct Audits | IssueResolution | ToDos

) DeS|gn SpeC|flcat|0nS, rlSk : Audit/Project:Finshed Goods Inspection Audit (100582)
analyses and design reviews, e

Finshed Goods Inspection Audit 10/24/2012
1 1 I t- Conducted By (Organization)* Lead Auditor® Audit Manager*
englneerlng eva ua Ions Nike Inc Auditor CSC 1 yel Auditor CSC 1 pel
Audit Classification Audit Type Audit Status®

PY Label I ng Specifications Quality  [¥] Finished Goods [=] Final Report |~
m Scope | | Team/Contacts | KeyMiestones | Documents

(=) Security

* Purchasing and manufacturing

Restrict Access To®

« Effectiveness of quality and Mo Resician (]

(2] Templates
S afety CO n tro I S Report Template* Notification Template®
Default E Default [3

¢ Monitor Compliance to ETIR:;:”M”:M:T::‘TK'( For R . A Is R d * Auditors Can Send I For R p
regulatory requirements,
company policies

* Authorize shipment based on
successful audits and tests

« Corrective / preventive actions
as needed
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Embracing Integrated GRC

* Corporate Governance
— Tone-at-the-top, Establish scope, Roles an responsibilities

Enabling Collaboration Across GRC Functions
— Risk-based approach, common information model

Centralized Approach to Manage Multiple Compliance Programs

— Adopt relevant strategy, regulatory change management, facilitate
assessments & certifications, enforce policies

Effective Risk Assessment & Management
— Integrated approach, Scoring mechanisms, Quality control

Automate & Integrate Audit Tasks
— Appropriate Universe, Centrally Manage Tasks, Audit Types

Issue & CAPA Management - Closed Loop Process

MetricStream I



I Issue & CAPA Management - Closed Loop Process

- Root Cause analysis
Compliance
Management
Common data set

Regulations for managing
Issues & Actions

Risk
Management

———

Control Process

Schedule

A ]
LAV

]

Y VYV

R

Projects

—_—>
Technical

Track Issues to closure

Business

Business

Operations Management
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Embracing Integrated GRC

* Corporate Governance
— Tone-at-the-top, Establish scope, Roles an responsibilities

Enabling Collaboration Across GRC Functions
— Risk-based approach, common information model

Centralized Approach to Manage Multiple Compliance Programs

— Adopt relevant strategy, regulatory change management, facilitate
assessments & certifications, enforce policies

Effective Risk Assessment & Management
— Integrated approach, Scoring mechanisms, Quality control

Automate & Integrate Audit Tasks
— Appropriate Universe, Centrally Manage Tasks, Audit Types

Issue & CAPA Management - Closed Loop Process

Integrated Platform to Manage all GRC Apps

MetricStream I



Adopt Integrated Platform to Manage GRC Apps

Analytics

N

Dashboards Heatmaps Simulations
Applications G G

Risk Management Compliance Mgmt Audit Management Issue Management = Operational GRC

Assessment Assessments Annual Planning Triage Issues Loss Management
Mitigation Testing Audit Planning Action Plans Supplier Governance
KRIs Surveys Audit Execution Monitor Issues Customer Quality
Heat Maps Certifications Audit Reporting ... other ...

Application Studio

— -
" @ x w
Forms Data Process Standards/Templates

MetricStream GRC Platform

AB C

® O 1

et Risks Controls Processes Assets Organizations Regulations GRC Feeds
S ia @ @ P
Infrastructure P ""‘ﬂ v

Security Alerts Dashboards Infolets Offline Briefcase Documents

7
Data Intelligence

3rd-Party Applications

... other ...

AppExchange

ComplianceOnline
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I Enhance Workflow, Productivity and Collaboration

H Welcome: GRC Library Manager My Tasks: 47 [16 New, 29 Past due *= My Calendars My Profiie | Help = out
MetricStream o Mineo Rowy [16 New, 2 ) v . -

(IR Grcibrades | MyTasks | Administration | System

| Manage Metrics | Create Metrics

|- B|X] [
BPM: Accounts Payable [PROC-1050] yEARERET-% g
Process +@3l=lB) @ DB XS viidptvB i UE- A-2- -0 4-iE L. @ “ | Business Process 3 &
| °1S Accept Payment R 3
@8 | 8 Freeze Account ; a
Bl| *2 Teansaction Process —~ A A— AEE— %0 0 EHlES
5 Organization H Welcome: Steve Brent Q.‘Mv Tasks: 18 [0 New, 0 Past due] My Profile ' Help ~ | Briefcase | Logout
o P MetricStream
“2  Control
ﬁf 7 Process Documentati
Q_ Risk
1] :
O .
- »  Scheduled Audits (2) bone |
: 4, Process Risk
u P g
(7] ﬁ Report Data as of: 05/25/2012 04:24 PM Y g.
-9
@ % Week Beginning Type Jan-3 Jan-10 Jan-17 Jan-24 Jan-31 Feb-7 Feb-14 Feb-21 Feb-28 =
=t -
: Compliance . Phase 1] OTSChia. | AT Chia. ' OTSChia. ﬁgﬂ -~ 8
- Welcome: Mike Morton y Tasks: 217 [1 New, 0 Past dug My Profile | Help » | Briefcase ' Logout
F MetricStream : L ] 0
t] Stacey DellDonna Audit
Issues | Audits Hy'l!gsum:e TSM Admin | Compliance | Administration
Other
Audt 5| Calendar «
2 1202 v | b | Bvoday @ Eprint (BB Month | g
Dan Greenberg Audt i April 201 2o Today &° (print | g
2 Sunday Monday Tuesday Wednesday Thursday Friday Saturday =&
Other Apr1 2 3 4 S 6 7 5
3
£
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Integrated GRC Program Implementation Example
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Measuring Value of GRC - Reduced Risk

» Better risk mitigation
— Speed of Decision Making

— Reaction time to loss events reduced
» Example: credit card data security breach — PCI non-compliance

— Ability to understand co-relations of risks

* Assured compliance
— Effective tracking and reporting
— Detection and closure of gaps and deficiencies
— Example: Penalty for noncompliance with laws

« Effective risk detection and assessment
— Know where to focus, right prioritization
— Translate assessment into actionable recommendations
— Example: Positional intellectual property liability
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Measuring Value of GRC - Lower Ongoing Costs

Reduction on

— Eliminate redundant and irrelevant activities
« Harmonization of controls (for example Cobit, ISO 27002, PCI, SOX)
e 20-40% reduction

Rationalizing Resources
— Consolidation and better resource utilization — lesser manual work
— Improved assurance with current staff

Reduction in external costs of assurance
— Less use, more effective use with easy access to information
— Estimated 25% savings in External Costs of Assurance

Lower IT costs
— Common infrastructure across various assurance groups
— Faster compliance by system consolidation, information visibility
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Measuring Value of GRC - Better Business Decisions

Reputation Management

— Preserving brand and shareholder value
» Unmanaged incident, compliance issue - millions in reputation damage

 Revenue Management

— Ensuring you don’t lose your customers
=  Customer loss - millions in revenue loss

. Visibility
— Faster decision making
» Pre-empted controls can result in hundreds of thousands in savings

* Transparency
— Risk intelligence to board and investors

e Strategic Value
— Align IT to business
— Business performance gains through process standardization
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I Organizations in Different Stages of GRC Maturity

a A Leading Healthcare Provider
« Streamlining the preparation for claims audit program

F « Enables fulfilling record requests to timely submissions, determinations and
‘ managing appeals

r‘* _I'i * The entire appeals process is simplified by automating the task of preparing,
B .l reviewing, approving and finalizing appeals

Global Bank with Operations in Over 50 Countries

« Global roll-out for risk-based internal audit for 600 Auditors and 10,000 Auditees

* Driven by BoD Audit Committee and Group Chief Audit Executive

« Enabling systematic, consistent risk-based audit process with distributed
deployments for scalability, security and compliance with country-specific
privacy laws
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I Organizations in Different Stages of GRC Maturity

Integrated

-

-—-= One of the Largest Consumer Products Brand
* More than 200,000 users across 80 countries
» Global convergence of multiple GRC initiatives on a single platform
* Audits, assessments of financial and regulatory controls and requirements,
attestations, policy management, incident management, and risk
management

Top Pharmaceutical and Life Sciences Company

« Harmonized risk, compliance and controls across 250 subsidiaries

* Risk based Audits, SOX, Vendor Risk Management

» Supporting functions including in audit, legal, regulatory, finance, IT, privacy,
security, marketing, sales, safety, environment and quality
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