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Implementing Business Continuity & Disaster 
Recovery Management Programs



The Rising World of Business ‘e‐continuity’…
IT and Security 
Threats from DDOS, 
Outages

Environmental 
Threats
Tsunami, Fires
Storms

Business Risk from 
Supply Chain 
Disruption,
Union Strikes



Latest E&Y Survey on Global State of InfoSec



Emerging Business Continuity Environment

Ensure safety of all employees and availability of human resources at all times

Ensure adequate logistics for continued services  

Effectively maintain critical infrastructure

Ensure minimal downtime for critical systems

Effective management of public relations 

Ensure network uptime 

Prerogatives during a disaster . . .

Hence, BCM  solution should  cater to…

Process, people and infrastructure 
recovery to manage base business 

operations

Crisis Management plan to enable 
immediate response actions during  

disasters

Disaster recovery planning to enable 
resumption of technology 
dependent operations

Business requirements 
have evolved from 

“recovery” following a 
disruption to “providing 

uninterrupted 
operations”

Focus

Approach

Risks

Enablers

Minimizing the Financial Impact of Disasters

Recovery from single episodes of downtime

Low frequency High Impact Disasters

Documented plans relying on after‐the‐fact 
recovery

Financial  continuity , Customer satisfaction 
and productivity

Business driven continuous availability through 
management of info. and operational risks

Emerging threats to information infrastructure

Emerging technologies and operational 
excellence

Traditional view on Business continuity Emerging view on Business continuity



BCM – Concept Overview
Normal Service Level

Disaster Occurrence

Business as Usual (BAU) at 
the main site
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Incident Response Business Continuity 

Emergency 
Service Level 
(ESL)

Business Resumption

Recovery Time 
Objective (RTO)

Recovery Point 
Objective (RPO)



BCMS Alignment with Standards & Best 
Practices

Business continuity plan review

BCM Dashboard

Action plan closure

Vendor BCM SLAs

Management review

Post test feedback

BCM Audit

Business impact analysis

Site risk assessment

BCM training & awareness programs

IT DR configuration / HA mode 

Business continuity strategy

Incident response structure

BCM insurance

Cold and Hot tests

Evacuation drills

Involvement of public authorities

Preventive and Corrective action

Self assessments

IT DR tests

BCMS change management

Top Management involvement

Business Continuity Policy

Core protection plan

Trained BCM team

Organization Structure

BCM roles & responsibilities

Emergency crisis management plan Implementing
& Operating 

Monitoring & 
Reviewing

Maintaining & 
Improving 

PlanningPlanning



Enterprise Risk Management – Integral part of 
BCM Framework

Technology enabled 
processes and IT recovery 
in the event of a disaster

Infrastructure and physical 
asset recovery in the event 
of a disaster

Resilience mechanisms to 
recover people in the 
event of a disaster

Mitigation of enterprise risks 
and value chain excellence  
among stakeholders

Recovery

Resilience

Customer satisfaction

Strategic value

Business Continuity Management 

System integration with the 

Enterprise Risk Management 

Framework:

• Central Management of BCM and 

ERM  ensure common direction 

and consistent understanding of 

organization risk

• Consistent and unified 

enterprise‐wide risk assessment 

and evaluation criteria

• Alignment with  the strategic 

imperatives and objectives of the 

organization

ERM framework and integration with BCM
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Commitment and Value



Different Perspectives, Common Goals

Continuity 
of 

Business 
Operations

Information Security 
Confidentiality

Integrity 
Availability

Business Continuity
Adverse Events
Recovery Point 
Recovery Time

Traditional Risk 
Management
Impact of Risk event x 

Probability of Occurrence

“ensuring resources necessary to meet critical objectives are available”

Sensitive, regulated, critical 
information

Critical resources

Likely impacts across all 
environmental, financial, 
operational, legal domains



Understanding 
the Organization

Determining BCM 
Strategy

Developing & 
Implementing BCM 

Response

Exercising 
Maintaining & 
Reviewing

 Business Impact Analysis (BIA)

 BC / DR Requirement Analysis

 RTO / RPO for Critical Processes

 Emergency Service Level

 Risk Assessment

Define Requirement

 Evaluate Risk Mitigation Options

 Device Optimum Recovery 
strategy

 Design DR solution architecture

 BC Plan Documentation

 BC Plan Signoff

Solution Design

 BCM Implementation Plan

 Implementation of DR solution

 Core Team (BCM, IT, Facilities)

 Roles & Responsibilities

Solution Implementation

 BC/DR Testing (Cold/Hot)

 Reporting and Gap closure

 BCM Employee Training

 Audits

 Monitoring and maintenance of 

business continuity plans

Maintenance

BCM Solution 
Design



MetricStream BCM Solution Flow

12

Trigger Survey 

Perform BIA Create BCP

Survey Results

Setup  Rules,
Laws, Standards

Map Data (Manual)

Set Up Policies
Setup  Process, 

Risks, Controls, etc.
Get Assets 

(with Dependencies)Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Create DRP

Reports and Dashboards 3rd Party Tools

NotificationIssue/Incident













ISO 22301
MetricStream has recently added a BCM content pack built around the International Standards 
Organization (ISO) 22301 requirements, which can be easily tailored by the organization for their specific 
needs.

This includes the following based on ISO 22301 requirements:

─ Policies
─ Processes
─ Controls
─ Guidelines
─ Reporting Templates & Dashboards
─ Checklists
─ eLearning on ISO 22301



ISO 22301 Screenshots



ISO 22301 Screenshots



Social Media for Situational Awareness
• Track Social Media platforms like:

─ Twitter
─ Facebook
─ Pinterest
─ Google (Google +, Youtube, Crisis Map etc.)

• Correlate Information with Organizational Assets / Facilities / 
Risks

• Trigger / Update Incident Management Workflows & 
Notifications

• Real-Time Reports & Dashboards

• Leverage Social Media for 
Communications During 
Emergencies



MetricStream Mobile App for BCM
• Native Apps for Tablets

– AppStudio support for tablet and 
web interface for apps

• BCM Users
– Offline Access to BC/DR Plans : Role 

Specific with checklists / tasks for 
different scenarios

– Sync whenever plans are updated 
online (Push) and update task status

– On‐site, geo‐tagged information & 
evidence gathering capabilities –
share photos & videos to command‐
center & stakeholders

– Alerts / status notifications
– Feeds from sources like FEMA
– Ability to broadcast emergency 

notifications via social media



Emergency Mass Notification

MetricStream GRC Platform

Voice SMS Gateway

Text SMS Gateway

Email   Gateway

Social Media Gateway

MetricStream Infolets Org. Employees



Summary – Best Practices for BCMS
• Common GRC Platform for a 360 degree view of risk
• Leverage GRC Management – ‘Single platform, version of the truth’
• Develop common nomenclature and terminology within threat reports
• Implement a common policy, risk, control framework and issue management
• Implement common processes for incident response and crisis management
• Business Continuity
• Consider the end‐end eco‐system, including 3rd parties and suppliers
• Understand the risks of security attacks inherited in backups
• Risk Management and Information Security 
• Collect and develop better information and evidence about attack vectors,      impact achieved by 
adversaries, and threat agents

• Develop use cases for threat landscapes 
• Collect security intelligence that cover incidents in an end‐to‐end manner 
• Perform a shift in security controls to accommodate emerging threat trends 


