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Introduction SKITES

Supervisory Guidelines for AMA

“Sharing Knowledge

Regulatory requirements under Basel Supervisory Guidelines for operational risk capital models define
some very significant needs on the software supporting the capital calculation.

Basel Committee Basel Commitee
on Banking Supervision

Supervisory Guidelines for AMA OpRisk Capital Software Needs

General User control: governance over modeling process and options Workflow management

Audit trail of data sources and their transformations Integrity of data flows
| Full control and understanding over statistical processes Reporting of capital results
Verification Reporting of modeling assumptions Replicability of results

Governance

Automatic documentation of data sources and transformations

Validation | Backtesting All verification functionalities

Operational Risk - Use test Insurance evaluation Reporting of capital results

Supel'visory Guidelines for _ | nvestment on risk mitigation business case
the Advanced ' Managed at the GRC platform | Gross 10ss definition, thresholds, date, grouped losses, etc. Completeness of collection
Measurement Approaches

Consistency with accounting

|
' Gmnu!an‘ty | Flexible definition of business units and risk categories
Capital allocation functionalities
June 2011 - '
Distribution assumptions Threshold determination Realistic capital estimates
Split of distribution body and tail Robust methods
Light and heavy tail distributions Gof graphical and numerical
R | Methodology to reduce estimates variability Capture tail events
Modeling ———— =
Joint distribution ‘ Monte Carlo

Single loss approximation

Correlation and dependence Empirical data and expert judgment Stressing correlations
o BANK FOR INTERNATIONAL SETTLEMENTS Copulas
The use of the 4 elements | Modeling of ILD, ELS, SA BEICF

| Combination of the elements Stressing the modeling
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Modelling

The Use of the Four Elements: ILD, ELD, SA and BEICFs

Part 3: Integration of
OpRisk Capital into
Management via GRC

31]

Reporting of
Capital Results

3.2
Evaluation of

Mitigation Plans

33]

Evaluation of
Insurance Impact

34

Improvement of
Processes

Part 1: Model Inputs Part 2: Modelling of
Capture via GRC Operational Risk
11]
Internal
Loss Data - 4 Severty
requency an everl
Curve Fitting Reg”","‘”'y
r Cﬂ‘p!tﬂ’
E | Severity Monte Carlo Simulation
xterna T to Estimate Op Loss Economic
Loss Data i Distribution Capital
. . | Allocation
Scenario S s s e | E:) ; > E
Analysis _Frequency ) - Expected Losses
""" - Likely Losses
IIEF—
BEICF Extreme Losses
....... Risk Appetite
KRls A
RCSA
Int. Audit

Audit Trail
User Control and Workflow Management
Integrity of Data Flows

Interfaces with Data Sources and Capital Uses

Extensive Reporting Functionalities of Inputs, Analysis, Modelling Assumptions and Capital Results

35| Risk Appetite
Definition and
Monitoring

3.6] Incentive to
Improve OpRisk

Management

SKITES

“Sharing Knowledge™

“An AMA for calculating the
operational risk capital charge
of a bank requires the use of
four data elements which are:
(1) internal loss data (ILD); (2)
external data (ED); (3) scenario
analysis (SBA) and (4) business
environment and internal
control factors (BEICFs). “

Basel Committee on Banking Supervision
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Modelling

The Use of the Four Elements: Internal Loss Data and Distribution Assumptions

SKITES

“Sharing Knowledge™

Our software provides multiple distributions and the means to identify those more closely
replicating the risk profile implicit in internal losses.

P lfncting fio:
Backiesting.fip)

File Optons Windows Help

Distributions
(2) Burr [Weighted]
3) Burr [Robust]

(5) Exponencial [Robust]
6) Exponencial [Weighted]

(8) Lognormal [Weighted]
(9) Lognormal [Robust]

Data

Serie #1
Serie #2
Serie #3

Distribution Info
Distribution : Burr
xi: 0,001
beta: 0,262
tau: 2,073
Truncation 0 to Inf
Fit Type : MLE

A]

Sort by

Do not sorted

[ Histogram |

CDF

][ Diference J[

|

0a |

*aw

AED

A
=

Data)
Serie 20 | Serie £1 Serie 22 | Serie £3
0.1 T T T T T T . T 1 11.5231 06511 7.5596 9.8438
I 0t 2 10.1698 3.1808 01115 10222
0.09 — (1) Burr 3 52128 1.1794 0.3051 £.3007
0.08 (4) Expong % 38.0070 40722 0.0994 5.2079
——— (7) Lognofl__5 7.8610 1.0813 14.0587 21763
0.07 6 324529 0.5023 8.4939 9.6340
7 11.5611 0.6636 4.4690 13.9224
0.06 8 7.5004 0.0292 32324 1.7940
0.05 9 8.0001 0.9807 4.0010 23.7035
10 17.4063 0.3015 2435 229887
0.04 1 56639 0.6757 35778 10.7833
12 149758 46302 1.2141 1.4359
0.03 3 6.5426 0.8027 1.7784 6.8625
0.02 14 9.8TM 1071 29285 10.2618
15 191350 18178 9.6246 71432
0.01 6 14.4190 17612 2.4390 26272
17 17.1536 0.9891 0.4007 5.1062
0 : : —e 18 24,8180 0.1002 0.0881 15722
10 20 30 40 50 60 70 80
19 £.5515 1.3709 16854 237302
Fits values 20 92718 15091 8.7031 123984
Serie 20 Serie #1 Serie 52 seriesf| 21 46.2787 1.2135 0.7835 3.4464
(1) Burr MLE] 00730 59940e-07 59940e-07 Sgssoll 22 29.1797 0.8334 106469 12
(2) Burr [Weighted] 1.0619.06 5.9940e-07 5.9940e-07 S9s4ofl 2 7.4815 0.2477 15814 10.3763
(3) Burr Robust] 0089 59940e-07 59940e-07 S9ssoff 24 7.5001 17387 15.8033 283134
(4) Exponencial MLE] 10619606 5.940e-07 5.9940e07 S9ssof 2 10.1830 4.5657 22428 107644
(5) Exponendial [Robust] 1.06196-06  5.9940e-07 5.9940e-07 S9s4off %6 58243 1.4403 148700 7837
(6) Exponendial [Weighted] 1.0619e-06  5.9940e-07 5.9940e-07 S9940ff 27 35.1965 1.4525 0.4249 4.4639
(7) Lognormal [MLE] 00030 59940e-07 59940e-07 Sgg40ff 2B 11.4882 0.2295 8.1617 13.0148
(8) Lognormal [Weighted] 8.9734e-05 59940e-07 59940e-07 5g9s0f 29 5.4895 2.3908 12,6354 1.5525
(9) Lognormal [Robust] 0.0048 5.9940e-07 5.9940e-07  5.9940e-07

“Supervisors expect ILD to be used
in the operational risk
measurement system (ORMS) to
assist in the estimation of loss
frequencies; to inform the severity
distribution(s) to the extent
possible”.

Basel Committee on Banking Supervision
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Modelling SKITES

The Use of the Four Elements: Internal Loss Data and Distribution Assumptions

“Sharing Knowledge™

For Threshold and Tail Weight Determination: Hill, Mean Excess Plot, DEdH,
Stability Parameter, HKKP, Tail Plot, GoF and Capital Stability by Threshold, etc.

DEdH Stability Parameter
“A bank is responsible for defining
and justifying appropriate
thresholds for each operational risk
class, both for data collection and
modelling”.
Basel Committee on Banking Supervision
_.‘.-.Il ol NANR08A ¥
' = e - - Rats
e —SGre =1 . T, : MetricStream
S G e § Wy %\\ AN
. G \\ — . Bl 4 \v»fj Y U G R C
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¥ 2] use st cae )
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Modelling SKITES

The Use of the Four Elements: Reduce Estimates Variability and Realistic Capital Estimates

“Sharing Knowledge™

Evaluation of the Variability of Capital Estimates and GoF, Given New Losses

Permits to compare Three different box plots can Parameters statistics for the Capital estimates

the parameter be used to compare results: different distributions are statistics are shown at
stability of Capital estimate showed in the bottom the bottom window
different eAnderson-Darling P-value window table. table.

distributions and *Kolmogorov-Sm. P-value

thresholds.

7 Paramer I >raniicy gﬁi®

e e “The bank should put in place
e e e : o — methodologies to reduce estimate

|8} Lognormal 2549 to inf] 16 i
|(7) Lognormal S [3649 to Inf]

|(8) Lognormal - General Pareto S 14 - +
|(9) Lognormal - Lognormal (Mix 2 — *

|(8) Log Logistic [3649 to Inf]
variability and provide measures of

e O 12 the error around these estimates (eg
)] 1of . . ”
e + — confidence intervals, p-values)”.
MLE =

Basel Committee on Banking Supervision

—
[] Least Squares 6

[ weightes Least Squares A EI -
Robus Least Squares |

e i —

.
[ |
I 98] _‘_l—_l_'_] g MLE: (3) GPS MLE: (4) LG RLS: (3) GPS RLS: (4) LG MetrICStream
Mean | Std Ratio (%) | 10% quantile | 60% quantie | 90fs quantie | Mean | Median | 25% quz
MLE: (3) GPS [] 0.7678 0.0439 5.7227 0.7113 0.7772 0.8230 MLE: (3) GPS 4.3830e+07  4.3077ef07 2.832{
MLE: (3) GPS [sigma] 3.3755e+03 128.4211 3.8045 3.2240e+03  3.3704e+03 .5084e+03 MLE: (4) LG 1.2780e+07  7.0379eb0s  3.844]
MLE: (3) GPS [S] 3.4078e+03 147.5426 43296 32187e+03  3.4854e+02 .5800e+03 RLS: (3) GPS 41639e+07  3.0980e+07  1.840
MLE: (4) LG [xi] 80.9276 66.6074 822948 7.2747 138.8119 142.3951 RLS: (9) LG 3.3267e-07  1.3965¢-07 EEEDY
MLE: (4) LG [beta] 0.2684 0.2348 87.4937 0.0638 0.4315 0.5614 | 1
RLS: (3) GPS [K] 0.7395 0.0842 11.3890 0.6278 0.7538 0.8527
RLS: (3) GPS [sigma] 3.6681e+03 280.9466 7.6593 3.3214e+03 3.7781e+03 3.9625e+03
RLS: (3) GPS [S] 3.6495e+03 2.4145 0.06862 3.6488e+03 3.6490e-03 3.6491e-03
RLS: (4) LG [x] 12.0250 6.1687 51.2990 1.8760 14 6666 18.7603 M | D D L E E A S T
RLS: (4) LG [beta] 0.4900 0.1951 39.8124 0.3381 0.4513 0.8395 < > |

October 29 - 30, 2013 | Dubai, UAE



Modelling

The Use of the Four Elements: Reduce Estimates Variability and Realistic Capital Estimates

New capital
estimates as the
result of the
introduction of
hypothetical new
losses

Grid to introduce
hypothetical
losses together
with the
frequency to test
capital stability

47

What-If Tool for the Analysis of the Realism of Capital Estimates and
the Sensitivity of Capital Estimates given New Extreme Losses

99,95
99,93
99,90
99,00
95,00
90,00
80,00
75,00
70,00
60,00
50,00
40,00

g8 |

‘ B Maximum Losses Validation

Quantile

m

SUUU

o nn

@ Add

— Hypothetical Model
() Basic

() Complement

&

169,023

Frecuency

Quantile: 99,98 51.255.594,48
Quantile: 99,95 34.580.339,95
Quantile: 99,93 29.811.798,85
Quantile: 99,9 25.411.118,56
Quantile: 99 8.456.327,37
Quantile: 95 3.585.684,63
Quantile: 90 2.406.312,19
Quantile: 80 1.580.318,37
Quantile: 75 1.373.104,72
Quantile: 70 1.221.629,30
Quantile: 60 1.011.839,96
Quantile: 50 871.149,03
Quantile: 40 768.948,29
Quantile: 30 690.690,08
Quantile: 25 657.923,78
Quantile: 20 628.477,43
Quantile: 10 577.613,40
Quantile: 5 555.459,49
Quantile: 1 539.047,46

‘ Lognormal (MLE) Hypothetical: Lognormal (M

$0.570.520,81
34.106.637,24
29.399.680,45
25.056.406,80
8.330.440,51
3.529.719,77
2.367.950,09
1.554.568,40
1.350.569,84
1.201.461,12
994.976,17
856.521,35
755.956,76
678.959,05
646.722 67
617.753,71
567.717,06
545.924,67
529.780,93

Hypothetical Losses

4|

1 |5.000.000 0S &
A 100.000.000 [X) Y

Losses \frequency (¢

1 | »

SKITES

“Sharing Knowledge™

“It generates a loss
distribution with a
realistic capital
requirements estimate,
without the need to
implement “corrective
adjustments” such as
caps”

Basel Committee on Banking Supervision
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Modelling

The Use of the Four Elements: External Loss Data

Integration and Rescaling of External Data

High distribution
moments can be
set as value
targets as off the
analysis of
external data

Mean, mode and

guantiles (arbitrary

number of quantiles)
may be derived from

internal data

]

Distribution parameters (tall
parameter, shape parameter, etc.)
restrictions may established as off
the analysis of external data

A

B Fit Moments and QUantiles
Tools Reports  Opfions
Homerts-ant - Scenaro B —Ttress inputs:
WL bielld Percentil (%) Value| | Weight Burr | Cauchy |Generalized EV []] stress Frequency (%)
L2 1 |10 560,401 1 Parl |1 1 1 -
Mean 2,897,929 2 |25 718,182 1 Lowerl |0 0 -inf L :
: 3 Jso wsses | 1 Upperl |t it int E|| [ stress Severty (%)
Variance
Par2 1 1 1 B
Skewness 96 | | Lower2 |0 nf nf
Kurtosis 15 Uoper2  |inf Inf Inf ol
«| m ] » 4] 1 [}
Frequency Mode! COF o] B B Use only selected distributions [3
Burr | Lognormal | Weibull | Gamma |Generalized E' [ Histogram ‘ PP Q-Q log(Hist) Log(P-P) || Log{Q-Q)
Plot 5] ] B 0 (] . 10'3
Error 0,343 0,55 2,099 4,001 4,016 15-
Mode 757,691 251,86 113,219 0,018 1911 Burr
Mean 1.338,482 2.965,938 3.604,183 0229 1911
Variance  [1.519.632,634 33.809.414 3. 64.209.977,7... 1,356 0 o s The result is a distribution
Skewness _ |7,948 7,739 5745 9,258 7,998 a ] : i
Kurtosis 121,873 104298 54,137 116,902 123,217 Al 2 with the scale of internal
1000% [620848  237E67 18391 0 1911 § 0s- data and the shape of
25,00 % 767,403 525,869 141,058 0 1911 ' external data
5000%  [1.025073 1270857 839,483 0 1911
Parl 0 7447 1765399 0,097 0.419 3 3 ; . i d
Par2 1,254 1,308 0,493 6316 0 d 0 1000 2000 3000 4000 5000 BO00
= .‘.‘.A S 0 e : Severity
Stress ] Spit by: I Frequency ] [ Severty ] [ Assign: | Lognormal

“Supervisors expect ED to be used in
the estimation of loss severity as ED
contains valuable information to
inform the tail of the loss
distribution(s) “

Basel Committee on Banking Supervision

“A data scaling process involves the
adjustment of loss amounts reported
in external data to fit a bank’s business
activities and risk profile. Any scaling
process should be systematic,
statistically supported, and should
provide output that is consistent with
the bank’s risk profile”.

Basel Committee on Banking Supervision
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Modelling SKITES

The Use of the Four Elements: Scenario Analysis Modelling

Sharing Knowledge’

Scenario Analysis Elicitation Methods

Likely Scenarios
_ $100K - | $500k - $2M - $5M - $10M -
Severitybucket | ¢5o0x | oM $5M | s10M $25M
Number of
incidents by year 25 11 2 0.6 0.3
“A robust scenario analysis framework is
Bt Eesnarios an important element of the ORMF. This
=T s T o s scenario process will necessarily be
T = | = | = | = informed by relevant ILD, ED and suitable
Iggestloss $10M $25M $45M $75M
measures of BEICFs”.

Basel Committee on Banking Supervision

Worst loss by number of incidents
Worstin10 |Worstin100] Worstin Worst in Worst in
losses losses 1.000 losses | 10.000 losses | 100.000 losses
ILoss 1.000.000 1.500.000 1.700.000 1.750.000 1.790.000
MetricStream
R&CSA: moments plus quantiles G R‘

Expected Loss: 30.000 €

S K ’ TE S Severe Loss (95%): 50.000 €

Extreme Loss (39%). 100.000 €
Catastrophic Loss (99,9%): 150.000 € e

SUMMIT
MIDDLE EAST

k

Prohabasy Benaty

“Sharing Knowledge



Modelling SKITES

The Use of the Four Elements: Scenario Analysis Modelling

“Sharing Knowledge™
OpCapital Precision provides the means to model scenario analysis into distributions for modelling and integrate
them into the operational risk calculation. Information from external or internal data can be added such as
moments, mode, percentiles, etc.

Derived from

the analysis of Answers from the
external data scenario analysis rating
A A
B it Moments and Quantiles /
Tools Reports | Options
~— Moments and njode: Scengrio parameters Distributions Stress inputs
; . — “
= W B Bur | Coucty || ) svessFeaency 00 A bank should thus ensure that the loss
Mode 1 |25 1 1 Parl |1 1 -
s | %gjﬁﬁ v el & h [ Bsreesemon distribution(s) chosen to model scenario
Variance )
4 |10.800 S0 1 Par2 1 1 | . .
Siewness s | Lowerz o a analysis estimates adequately represent(s)
Kurtosis 15 Upper2  |inf Inf i
P T —— [ ) i H iln?”
- " ItS rISk prOflle Basel Committee on Banking Supervision
Frequency 2 Model Bggestiosses v [ [ =] @ useony selcteastibutons [ +] (-]
Generalized EV| Lognormal | Gamma | Weibull | [ isogram || PP || a0 |[ wgatis) || Loger) |[ Logta-a)
Plot a ] 0 - 3
Eror 0753 0,768 122 1,225 1421 el
Mode 20,679 32,425 20,232 17,383 290,( Lognormal
Mean 448,977 412,05 252,391 308,981 502, 4- MetricStream
Variance  599.001227 733289355 1.667.385,357 930.795,074 197 h
Sk 8222 8268 9316 8,668 763s £3-
Kurtosis 127,134 118,013 118,327 118,538 13,2 §
5000% 236,11 166821 0 33,585 388,( g2
0500% 1510123 151,059 1155934 1458953 1.2
0800%  [2438527 2678247 3662126 2901791  164¢ !
99,00 % 3.412,104 3.871,442 6.253,086 441778 219 SU M M |T 2 0 1 3
Parl 0413 517 0,03 86,353 0o 0 4 5 5 7 g 9
T .;—‘—-. — m B ‘- - ..;- LOgamhm Ufﬂ‘lE SEVErlly M I D D L E E A S T
Stress ]SP'“W [Frequency][ Severity ][ Assign: ]Lognormal
October 29 - 30, 2013 | Dubai, UAE




Modelling SKITES

The Use of the Four Elements: Scenario Analysis Validation

“Sharing Knowledge™

Performance Based Expert Judgment, for the Validation of Scenario Analysis

Expert Evaluation Integrating expert answers

Robust and Quality
Validated Scenario analysis

Seed questions | S —

included in the | Expert answers  |dentification of: e e

questionnaires | evaluation: ¥ Over confidence '

witharswers  /  Vinformative v “Anchori

Iu'x.nn from / «Calibration ) V4

available data | A robust governance framework

- surrounding the scenario process is
estionnaire B themaieae . . .

e | essential to ensure the integrity and
LT 1 = - s ; . .
1 3 1 1 MepeZida i ] 1 consistency of the estimates
Ramws ST aee 4N H ] tH] ) Sl L }
e S =i produced”

\ " & %
le)elma, =a 'r,"ﬂr—i—;
Falod pates st s | la, =a !

Basel Committee on Banking Supervision

-

.
& .
-

L T

L B R

P dett YRt A~
et

Bogentey "2

Py dearaEe inen

MetricStream

Unknown answers in he questonnare i - . ~

Known answers inthe questonnaire : i GRC
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Modelling SKITES

The Use of the Four Elements: Business Environment and Internal Control Factors

“Sharing Knowledge™

Scenario Analysis Modelling Support Data

Scenario Description

Scenario Description (story line):

Key Drivers of the Scenaro “BEICFs are operational risk

. management indicators that provide

Risk Contol Siuaion forward-looking assessments of

Existing Key Comrols business risk factors as well as a bank’s
:.‘11.““:'6.1., internal control environment”.

Risk Miigation “BEICFs are commonly used as an
Opporunites Mitigation indirect input into the quantification

Risk Miigation Benefits framework and as an ex-post
e adjustment to model output”.

Internal Loss Data
External Loss Data - ORX

External Loss Data - AlgoFirst

( External Loss Data - SAS
Previous RCSA

Current RCSA G RC
KRIs for Severity S U M M |T 2 0 1 3

KRIs for Frequency

Audit results: 7 M I D D L E E A S T
\ Audit non conformities: j
October 29 - 30, 2013 | Dubai, UAE

\ MetricStream




Modelling SKITES

The Use of the Four Elements: Business Environment and Internal Control Factors
Sharing Knowledge’

KRIs may also play a direct roll in BEICF. Below the total loss frequency by month is represented together with its
down sloping trend. If the trend is stable it may indicate a improvement on the operational risk control environment

Data Filtering ‘E”E‘@

File Tools Reports Windows
Axis X Loss Date N Axis X Log  Minimum auto Plot N
AxisY  |Events v Maximum auto { Model Predictive { Model Stochastic [ Scenario }
AxisZ Al ¥ 12| Bins X IE] [ Join [ Restore [ Undo [ Fiter Scale
Analysis | Gross Loss N/

Statisitcs — Trend Analysis 90 T T T T T T T T T T T T T T T

Minimum 500,427 Model linear v

Maximum | 126.363636 y = 6.2e+004 -6 4e-002 *t
ST 802 || Evalustion

Moments | Projection
Average 4889418 |

StDev 9.380,988
Skewnes 7,068
Kurtosis 81,647 ‘2
@
>
Percentiles =
o
10 584,452 5
-1
25 790,842 E
=z
S0 1.413,066
75 §.758 867
90|| 12660227 MetricStream
Log Analysis
Mu 7,65
Sigma 1,202

SUMMIT

0112 0212 0312 04112 0512 06/12 0812 0912 10/12 1112 1212 0113 0213 03113 0413
Loss Date in moth




Modelling SKITES

The Use of the Four Elements: Business Environment and Internal Control Factors
“Sharing Knowledge™

Total frequency by business line can analyzed to prove the improvement on the control environment by
organizational unit and reflect it the modelling or capital charges.

Data Filtering E!
File Tools Reports Windows
Axis X |Business Line v: Plot v:
AxisY  |Percent v V] Bars Model Predictive Model Stochastic Scenario
AxdsZ  |Loss Date Ad 2 on | [ Restore | [ ungo | [ Fier, ] I 2011/11/02 to 2011/11/25
Analysis |Loss Date v I 2011/11/25 to 2011/12/18
s 25 | | | I 2011/12/18 to 2012/01/10 |
e | —— I 2012/01/10 to 2012/02/02
, I 2012/02/02 to 2012/02/25
Maximum | 2013/05/08 [ 2012/02/25 to 2012/03/19
Everts 7.451 [ 2012/03/19 to 2012/04/11
S 20 [ 2012/04/11 to 2012/05/04 _
[ 2012/05/04 to 2012/05/27
Average | 2012007720 [0 2012/06/27 to 2012/06/19
StDev 0000/06/18 [C12012/06/19 to 2012/07/12
Skewnes A " [C12012/07/12 to 2012/08/05
. wl | = 15 [C_12012/08/05 to 2012/08/28 : -
= [C—12012/08/28 to 2012/09/20
— Percenties o [C12012/09/20 to 2012/10/13
10| 20111213 - [C12012/10/13 to 2012/11/05
25 | 201210216 2 [C12012/11/05 to 2012/11/28
£ 10k [ 2012/11/28 to 2012/12/21 —
0| 2o 2 [ 201212121 to 201301113
75| 20121225 [ 2013/01/13 to 2013/02/05
%|| 20120322 MetricStream
— Log Analysis l
Mu NA | I N
Sigma N/A |H|H !
| | i I il | | summiT 2013

commercial investment latam retail senices

Business Line M I D D L E E A S T

October 29 - 30, 2013 | Dubai, UAE




Modelling SKITES

The Use of the Four Elements: Business Environment and Internal Control Factors

“Sharing Knowledge™
BEICF can also be used to incentive behaviors via capital charges. Capital can be adjusted ex-post
based on performance by business units

“BEICFs are commonly used
BEICFs as ex-post adjustment to model outputs as an indirect input into the
quantification framework

Africa and as an ex-post
Threshold % .
80 - Capital 6 Capital 60 60 - Capital adJUStment tO mOdeI
% °"  Adgon Score 5 "  Addon SO'€ ® " Add-on output”_

2 i i

9 Staldy - : : Basel Committee on Banking Supervision

E R&SCA i E 20% | 29% i 20%

& | ki | 5% ! 7 ! 20%

b N | |

%'_-', Action Plans : | 20% | s4% : 20%

E Capital Add-on 15%

- : : Add-0 P Add-O e Add-0 MetricStream
P s Total Loss | 5% 9% | 18% 1% G RC
= i ! :

9 3 Frequencies -31% | -15% -15% P -8% -78% P -39%
Q. 0 L - L
© 3| capital Add-on -10% 5% -20% SUMMIT

- . . MIDDLE EAST

£ |heetele 5% 45% 60% —

- Add'on October 29 - 30, 2013 Jubai., UAE




Modelling

The Use of the Four Elements: Business Environment and Internal Control Factors

SKITES

“Sharing Knowledge™

Institutions use BEICF to allocate capital to business units, lower levels down to areas, processes, activities, etc.

using score cards, RCSA, etc.

Group consolidated
total risk appetite
160 -
W | oy S

AFR Totl Tota Credit Market  Operational
Economic  Fconomic
Capital Capital
Adjusted

“A bank’s board of directors should
approve and review a clear
statement of operational risk
appetite and tolerance”.

Basel Committee on Banking Supervision

ORA allocated

I ]

vl @ =

TRt

ORA allocated to
RCSAgranularity

Crle fior Hreesss |

& P (B Te oot
il o e
(e Aol || 3y )

NI CRRCCe s
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Modelling

Distribution Assumptions

“The bank should follow a well
specified, documented and
traceable process for the selection,
update and review of probability
distributions and the estimate of its
parameters”

Basel Committee on Banking Supervision

Threshold
determina-
tion and
analysis of
tail vents

Distribution
assumptions
(light tail and

heavy tail)
fitting using
MLE, Robust,
etc. methods

GoF analysis
with
graphical and
numerical

Eliminating

distribution with

non realistic Distributions with
capital estimates §f stable capital estimates

i S

|

MetricStream
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Modelling SKITES

Distribution Assumptions

“Sharing Knowledge™

In addition to provide you with a state of the art OpRisk modelling software, we can help you to define a precise modelling process,

give you the required modelling training, extensive methodological documentation and support your institution all the way to the
regulatory model approval

Tutorial Documentation

Modeling Process Event Data Modelling/ Defining Dataset -
e . D
Definition in Detail Dt Treatmant Methodology Documentation

S Filtering for a case study

e

!
|

|
|
t

|
|
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Modelling SKITES

The Use of the Four Elements: Combining the Four Elements

“Sharing Knowledge™

Methods for the Combination of the Four Elements

Bayesian Approach: external and internal data Actuarial Approach: empirial distributions are
distributions are merged during Monte Carlo enriched with external data given tail, and based “«
simulation on differentiated weights A ban should CGI’EfU//y
Detos nernos Petos Esconarios - consider how the data

1
1
1
|
1
i
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
|
1
1
1
1
1
o

elements are combined and
used to ensure that the
bank’s operational risk
capital charge is
commensurate with its level
of risk exposure”.
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Aggregate Loss Distribution

Parémetros

Distribucién de Derivados del
Pérdidas Andlisis de
Interna Escenarios y
Datos Externos

Severidad

Basel Committee on Banking Supervision

3 =
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Modelling

The Use of the Four Elements: Combining the Four Elements

SKITES

“Sharing Knowledge™

Methods for the Combination of the Four Elements: Fitting a Distribution
with Inputs from Different Elements (ELD+ILD, ELD+SBA, etc.)

Derived from the
analysis of external

Answers from the
scenario analysis

data rating
B Fit Moments and Quantiles ? oo =
Tools Reports  Options
o and mode. io parameters Distributions Stress inputs
o oot Loss inyears | eight . Burr Cauchy [7] Stress Frequency (%)
Mode 1 [ 1 1 Parl |1 1 -
Mean 2 [1.200 10 2 Lowerl [0 0 A )
) 3 [3200 25 2 Upperl |inf Inf £||| [ stress Severiy (%)
Yariance
4 10.800 50 1 Par2 |1 1 Ao
Skewness 98 Lower2 |0 -Inf
Kurtosis 15 Uooer2  inf Inf Y
< | " ] » 4 (il »
Freguency 2 Model Biggest losses v. E} E] Use only selected distributions E]
Generalized EV| Lognormal ‘ Gamma | Weibull | [ Histogram || P2 || aa | woeist) | Log) || Logia-q)
Plot 8 B a8 [ 10
Error 0,753 0,768 1,22 1,225 1,421 5-
Mode 20,679 32,425 20,232 17,383 290,( — Lngnorma|
Mean 448,977 412,05 252,391 308,981 502,( 4-
Variance 599.001,227 733.289,355 1.667.385357 930.795,074 197¢ —
Skewness  |8,222 8,268 9,318 8,688 763 = % <y
Kurtosis 127,134 118,013 118,327 118,538 1132 =
S000%  [238,11 15821 0 3585 3880 22
95,00 % 1.510,123 1.541,059 1.155,934 1.458,953 1.12¢
0B00%  [2438527 2678247 3842126 2901791 me«u‘ 1
99,00 % 3.412,104 3.871,442 6.253,086 441778 2195 0
Parl 0,413 5117 0,036 86,353 O 4 5 5 8 9
T i e — 5 Logarithr of the severity
) = (Gmsecs) (asasdue) (i) Lo

“The combination of data elements should be
based on a sound statistical methodology”.

Basel Committee on Banking Supervision
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Modelling

Joint Distribution

Different Features of the Monte Carlo Simulation

Components to be included in Selection of Batch of sequencial
—» simulation: internal data, cells to be simulations with different
external data, scenario analysis simulated characteristis
'..uuu.JrIJu (Clazslileaiivng 2anls - Laidl e * ) EWETEI
File Options Windows
gveris Risk Batch Process
Spain > [Alnternal Fraud* [l tso i covniie Description | User | Cels
iu’°f{e’ :ﬁ;’"a‘ F:‘;“ lc.f . 1) |SpainEuro  Dariel Rodrig... 3
merica » oyment Practicies * 7
Africa » Ciart, Procuicts § A 2} iSnain Doler  Derel Rodrf... 3
Asia* Damage to Plysical Assets » 3Y Europe Dariel Rodr... 5
Copulas = Bussines Disruption and Syste 4fl |Asia and Afri... Daniel Rodrig. . ]
Parte > Execution, Delivery & Process S) |Asia and Afri... Daniel Rod(g... 9
Unclassified »
g8
gG £
Correlation | Independert v/ [ clesral | [ cear |[ seect |
| eveis | RiskType BusinessArea
id36  |Copulas Internal Fraud A
id37  ICopulas External Fraud
id38  |Copulas Employmert ... 1
id24  |Europe Internal Fraud _
id25  |Furope External Fraud
id26  |Furnne Fmnlnymert ‘
Time Time 12, Months Number of simulations 10000
: Currency of
Use insurance Target qlirency  EUR [+ . .
, , simulation output
Use Internal Data Use Risk Scenario Data  [] Use Efternal Data
ion D:\Documents and Setting drigp i ATLAB E
r— Convergence — ncandionsl ¥ Automatic stop
STl for simulation,
when
convergence has
[ Frecuency rescaing. _ [¥] Use peralel Save | Ext smuste ] > [+ ] [Peen achievelsmst |

SKITES

“Sharing Knowledge™

“The techniques to determine the aggregated loss
distributions should ensure adequate levels of
precision and stability of the risk measures”.

“As such, simulation, numerical or approximation
methods are necessary to derive aggregated curves
(eg Monte Carlo simulations, Fourier Transform-
related methods, Panjer algorithm and Single Loss
Approximations).

Basel Committee on Banking Supervision
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Modelling

Correlation and

Dependence

Modules for the Correlation and Dependence Determination

Correlations may be calculated keldall Tau, Spearman rho

and multi variant MLE for Gaussian and t-Student copulas

Correlations between calculated based on different methods may be
compared, including matrixes after transformation to positive semi-definitive

» P (= ﬁ
mtﬂlcu alecorrelatipnunatix: E‘E]m
— Calculaion options — ot Heairte Previous Matrix |(2) Kendal tau B

e &7 | dss | idiod  jdsr | des | idio4
id87 1 0,563 -0,256 id87 | 0,189 -0,024
id8s 0363 1 -0,358 id88 nas 1 -0,085
id104  .0256 -0,358 1 id104 o024 -0,095 1
l Spearman's rho

Gaussian MLE =

1-Studernt MLE Risk Type I = Risk Type II |Business Function|

o/ |DEMO retial  Internal Fraud

88 |DEMOretisl  External Fraud

104 DEMOretial  Business Dis...

[ Apply ] [ Cancel ]

SKITES

“Sharing Knowledge™

“The bank may be permitted to use internally
determined correlations in operational risk
losses across individual operational risk
estimates, provided it can demonstrate to the
satisfaction of the national supervisor that its
systems for determining correlations are
sound, implemented with integrity and take
into account the uncertainty surrounding any
such correlation estimates (particularly in
periods of stress). The bank must validate its
correlation assumptions using appropriate
quantitative”.,

Basel Committee on Banking Supervision
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Modelling SKITES

Granularity

“Sharing Knowledge™
“An AMA bank’s risk measurement system “must be sufficiently granular to capture the major drivers of operational risk affecting the shape of
the tail of the loss estimates”.
“When modelling operational risks, a bank should ensure that the model takes into account the bank’s idiosyncrasies.”

“Capital allocation to internal business lines should be a factor when choosing ORCs, as these ORCs may be used as part of the capital

allocation process”. _ . N
Basel Committee on Banking Supervision

Module for Defining Granular ORCs, BUs, etc.

"B Masters =S~ Capital Allocation Methodologies to Allocate Capital to the Required Granularity
Classification Lahels . .
— || prem——— Methodology Application
Risk Type | T mishaps . ) . L . .
Failure of systems Contribution to Unexpected Ycht‘tar% 'f thfhmore F;r‘l)b"’;]b"'tyttho eV e 'oss 'S.It.?etmec"”m Sy .
Failure of ATM Networks Loss attributes the capital where the more probability to experience an increase o

Inadequate system design & |= | losses.
Failed system implementation|

. » .
ot ol ok o Where are the strongest potential losses? What exposures increase more

capital requirements?

Internal & syndicate fraud | Contribution to Expected : - I
Syndicate security fraud Shortfall P It's determined based the contribution of the extreme loss or tail risk
Rogue computer programer ortia (determined based on the average losses included in a pre-established
Insurance 1 — confidence interval).

| < )

How would change may capital consumption the sale of this business line?

PIELTERS S MEeientl It's appropriate for analyzing the impact on operational risk of a whole business

Capital lines and estimating the impact of closing their activities
[Rename] [ Add } [Rename] [ Add ]
Intuitive attribution based on the stand alone contribution to risk. Nevertheless,
Stand-Alone Allocation it does not take into consideration the diversification effects when attributing
capital.
[I] Theoretically correct answer to capital allocation although difficult to apply in
Euler Allocation practice as it requires a very large number of scenarios, for a precise answer,

particularly when fat tail distributions are used.
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Governance

Verification and Validation

“Verification activities test the effectiveness of the
overall ORMF, consistent with policies approved by the
board of directors, and also test ORMS validation
processes to ensure they are independent and
implemented in a manner consistent with established

bank policies. “

Basel Committee on Banking Supervision

Audit Trail of Modelling Assumptions

Profile/group definition

User Control for Governance and Workflow Management

User management

(e —— = =
i ddGroupGUI L:J,D; B Users control == ﬁ
- Com] | | = 0
[[] Advanced users o e ()
Name Daniel Rodriguez Pérez
Rights | Password |
o'fp:.lrss g b Vaiidate Password '-C“"?’
Database read O - Tools (A
Advances Database O | Options B
KRI D L Database read
Risk Maps O Advances Database
Scenario Valdation O Sitins 1
Import R&CSA O Scenario Valdation ]
Scenario & Rescaling O Import RA&CSA
EVT Estimator O Scenario & Rescaling
Distribution Fitting O vl DE'_TE’“"”; r
Let J | (Gonomwen) | Coamr)Coos

H evihuditiog u'ﬂﬁ
User ‘Ra!ael Cavestany M
Operation | dd v
Intial e 010572011 |
Final dete 1610572011 |
[ Louch
| everis | Risk Type ‘B.lsiness
9 [spain Internal Fraud @y A .
10 Isgsin Exernalfraud  (Al) F All sources transformations
| 11 ISpain Employmert Practicies (Al) | = on inputs (ILD, ELD and SBA)
13 |america  Intemal Fraud (CON )
|16 lmerica  ExemalFraud (A are automatically recorded
| 18 |amer Employment Practicies (Al) A
| 24 [Europe Internal Fraud (Al
B mEX]
User | Operationtype | Tine | Dete  Applcationmodule|  DataOrign  Operation Data) [d

Rafael Cavestany (Rafa) Create Audit Tral 18:32 24052011 AuditTrail
Ratael Cavestany (Rafa) DataBase Read 18:32 24/05/2011 DB Read

"~

| 3 |Rafael Cavestany (Rafa) Dsta Filer 1832 2410572011 DB Clean
|4 |Rafael Cavestany (Rafa) Data Fiter 18:33 2410572011 DB Show
S |Rafael Cavestany (Rafa) Data Fiter 18:33  24i05/2011 DB Show
| 6 |Rafael Cavestany (Rafa) Data Modify 18:33  24/05/2011 DB Show
7 [Rafael Cavestany (Rafa) Data Fiter 18:34  24/05/2011 DB Show

A

Open Pages Repostory ORICLosses

Application
Application
Application
Application
Application

SELECT
FILTER
FILTER
unDo
FILTER

Id Event Number Summary Event Category Basel Level1 Event Category Basel Level2,...
Gross Loss In GEP Larger than 0

Evert Category Basel Levell CONTAINS "process”

(Event Category Basel Levell CONTAINS "process") AND (Business Unit CONTAINS *...

(Event Category Basel Levell CONTAINS "process”) AND (Business Unit CONTAINS ...

v

The rights of each user can be defined in detail, creating
different users, groups and permitting a workflow

management
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Governance SKITES

Verification and Validation
Sharing Knowledge’

Reporting of Modelling Assumptions
3] HeporiSMicrasoltdnternetplorer A& \3 €] ReporioMicrosoitdntereldxpiore; J Jlﬂ

e " - i/ 2
Archivo  Edidon  Ver Favoritos Herramientas  Ayuda i Archivo  Edicidn  Ver Favoritos Herramientas  Ayuda o

> MCREE " Google G+ [ @ cantract PRER " Google[G- 47 () Configuradé .. . . .
| |QreaOoid = = “Results from verification and validation

Accumulate

— work should be documented and distributed
Name Gamma . . .
m 250 to appropriate business line management,
s !@;”ew internal audit, the corporate operational risk
P management function and appropriate risk
i committees. Bank staff ultimately
S
= DIEE responsible for the validated units should
T have access to, and an understanding of,
Sigks 094502 Severity i’ |
i these results”.
Chapter 2. Graphics a5k — / Basel Committee on Banking Supervision
O (M) Gamma S 9
s ‘ Histogram RAWLo'gamthm ‘ . ar (M) Generalized EY ;‘,//
018 -Eﬁg%ammj . 1 32 /
EZ ? zz ; & MetricStream
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Governance SKITES

Verification and Validation

“Sharing Knowledge™

The possibility to replicate results will also permit to verify on-the-fly all the modelling intermediate
and final outputs.

File Tools Windows

Business Line| Risk Typel | Scenario | Modeling Vear Project Number Region ‘ Ti
81 |Retai Banking [TSNTAZLT I (A1) ) (Al (AN V3 -
82 |(Al) (An) (Al (Al (Al (Al 0K |
3 |Demo cibercrime (All) (Al (Al (Al) oK v
< n ] »
—Cel
Cell [Reui Banking > Clients, Products & Business Practices > (All) > (All) > (All) > (All
Label [

File Import Teols Export See Options Windows
Cell Type ISngl: internal data segmeni

T ; ‘ |
Distribudion l\mernal - Lnsses Medium - |Evertid 3
Faning mm &
Date = )
1 _[rs7.818.182 4 5.000| Maximun losses nt|
2 [379.085822 i
3 [335.566.499 - High :
[ Various Distrbations 4 j2rostae Weight: Risk scenarios (%) wal | [ ||| weight Riskscenarios (%) | wa| | [ |
v 5 [159.233.901 ) — _ - =
Anderson-Dariing ) 6 |assisie . eight: External data (%) A| 4 > Weight: External data (%) \ NiA| 4 4 I
CC'““'E 7 [134534053 .
— Truncation 8  [129.365,791 5 i 3
12 [7] Global cover
5.000 Inf
Cm [ iital [Jend 99.2. 1 [T] Global cover [7] Global cover
EmpricalD  TotalDis  TruncDis 1| Insurance Cost [ 0 .
dhess of 46 8 (P [ %[ % . MetricStream
— 5 CentralP | 1% %] % L stribution it
SigAD | x 10 ] T ‘ ‘ : :
‘ | | PRt %] e % | Lognormal 4,014 3443 [
| Histogram (] Minimum 5022 [C] Maximum 757519 10| |Lineal z [Undefined r |
— | S soks  oeiz

—

I SUMMIT 2013

[ comermcuny | [ mten MIDDLE EAST
[esvossremery | [ suess enmg
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Governance

Verification and Validation

OpCapital Precision provides a specific module for backtesting to the modelling,
including scenario analysis with new and old internal and external loss data, etc.

It is possible to compare
different distributions
fitted with alternative
methods, parametric and
empirical distributions,
distributions from
scenario analysis, etc.

*Histogram
*CDF

Five different plots are can be *Histogram difference
used to compared the results: *P-P

The goodness of the fit of
the fitted distributions
can be analyzed with
huge sets of data.
Allowing a comparison of
different series.

Information about the
selected distribution:
*Name

*Parameters

*Fit values

*Fit type

It is possible to sort the
distributions by:
*Name
eAnderson-Darling test
*Kolmogorov—Smirnov
test

[r—

(2) Burr [Weighted]

3) Burr [Robust]

(5) Exponencial [Robust]
&) Exponencial [Weighted|

(8) Lognormal [Weighted]
(9) Lognormal [Robust]

Distribution Info-
Distribution : Burr
iz 0,001
beta: 0262
tau: 2,073
Truncation Oto Inf
Fit Type : MLE
Sortby
m=o not sorted

«Q-Q (e - [BIx)|
Serie =0 Serie =1 Serie 2 | Serie #3
1 11.5231 06511 7.5596 esa3s [
2 10.1698 31808 01115 10222 9
2 52129 14784 0.3051 63007
'- Sstnelie; : aﬂrﬁi 38,0070 ) 0.0994 52079
Fie Options Windows Help ~ 7.8610 1.0813 14,0587 21783
32.4529 0.5023 84939 96340
Distributions J[ tistogram || cOF [ Diterence | _pp ][ aa ] tiEl Lt o
[ o 7.5004 0.0282 22224 1.7940
2.0001 0.9807 40010 237035
T T T T T T r : 17.4083 03015 24385 229887
I 0:t £.6839 06757 35778 10.7833
—— (1) Burr 14,9758 46302 12141 14359
(4) Exponencial 6.5426 0.8027 1.7784 6.8625
——— (7) Lognormal 98771 1071 29285 10.3618
19.1350 18178 96246 7.1432
14.4180 1.7612 24380 36272
17.15% 09881 0.4007 5.1062
i 24.8180 0.1002 0.0881 15732
85515 1.3709 18854 237202
92718 1.5091 87031 12.3984
46.2787 12138 0.7835 34484
29797 08334 10.6469 7712
7.4615 02477 15414 10.3763
7.5001 17387 15.8033 283134
2 10.1830 4.5657 22425 10.7644
5.8243 1.4403 14,6700 7.83M
v . e 35.1985 1.4525 0.4349 44629
60 7 80 90 11.4882 02285 91617 130146
Eoe 5.4895 23906 12,6354 15525 k|
Serie 20 | Serie#1 | Series2 | Serie=3
(1) Burr [MLE] 00730 59940e-07  59940e-07  5.9940e-07
(2) Burr [Wej 1.0619e-06  59940e-07 59940607  5.9940e-07 The set of data can be
(3) Burr [Robust] 0.0895  59940e-07  5.9940e-07  5.9940e-07 .
(4) Exponendial [MLE] 1061906  5.9940e07  59940e-07  5.9940e-07 compa red into an
(5) Exponencial [Robust] 1.0819¢-05  5.9940e-07  5.9940e-07  5.9940e-07 . .
(6) Exponencial [Weighted] 106196-06  5.9940e-07  599408-07  5.9940e-07 external window. This
mlwmdm 00030 59940807 59840807  5.9840e-07 avoid distractions in
(8) Lognormal [Weighted] 89734605 59940e-07  5.9940e-07  5.9940e-07 A .
(9) Lognormal [Rebust] 00048 59940e-07  59940e-07  5.9940e-07 main window.

The goodness of the fit test can be observed in the bottom table.

SKITES

“Sharing Knowledge™

“Verification of the ORMF
includes testing whether all
material aspects of the ORMF
have been implemented
effectively ...:

...a comparison of scenario
results with internal loss data
and external data”.

Basel Committee on Banking Supervision

“Validation ensures that the
ORMS used by the bank is
sufficiently robust and
provides assurance of the
integrity of inputs,
assumptions, processes and
outputs”.

Basel Committee on Banking Supervision
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Governance

Use Test: Insurance Evaluation

An AMA system adds fundamental value when integrated into the daily management and
decision taking process of the institution. It should never be used solely for regulatory
compliance, neither its outputs be perceived or treated as an abstract academic exercise.

—{

GRC Platform

}—

Internal
Loss Data

External
Loss Data

RCSA

KRIs

Operational Risk Capital Model

Scenario
Analysis

Frequency and Severity
Curve Fitting

Severity

Monte Carlo Simulation
to Estimate Op Loss
Distribution

Use test
A

Regulatory Capital for
Basel-ll and Solvency-Il

Economic Capital

Capital Allocation by
business unit, risk type,
product, etc.

Expected Operational
Loss

Extreme Potential
Operational Loss

Likely Operational
Losses

2

BEICFs

A

GRC Platform

Reporting of
Capital Results

Mitigation
Plans

Identification of
Processes to
Improve

Improvement and
Management of
Processes

Enhanment of
Policies and
Procedures

Risk Appetite
Definition and
Monitoring

“Banks use various
approaches in an attempt
to clearly articulate and
demonstrate the
integrated use of their
ORMIF. This is especially
the case with the use of
the ORMS within their
day-to-day decision-
making practices”.

Basel Committee on Banking Supervision

“The purpose and use of
an AMA should not be
solely for regulatory
compliance purposes”

Basel Committee on Banking Supervision

MetricStream
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Governance SKITES

Use Test: Insurance Evaluation
“Sharing Knowledge™

AMA model used in the evaluation on the risk mitigation adequateness of insurance programs

Loss Profile before Insurance Program

Analysis of individual losses implicit in the risk assessment

“the bank’s internal operational risk

measuren ’ent System Shou,d be Closely # of incidents € of individual worst loss € of individual worst loss Fitted curve
From 0 to 1000 29.8934 Worst every 2 incidents €0 Worst loss in 5 years €360
integrated into the da _to_da risk From 1000 to 10000 0.0846 Worst in 10 incidents €1 Worst loss in 10 years  €1,106
y y From 10000 to 100000 0.0184 Worst in 100 incidents €179 Worst loss in 50 years ~ €28,542 o
” From 100000 to 500000  0.0027 Worst in 1,000 incidents  €6,540 Worst loss in 500 years €203,909
man agem ent processes Of the bank From 500000 to 2500000  0.0007 Worst in 10,000 incidents €126,570 Worst loss in 1,000 years € 449,309 sigma
From 2500000 to 12500000 0.0002 Worst in 100,000 incidents € 1,657,437 Worst loss in 5,000 years € 2,528,975
Basel Committee on Banking Supervision Analysis of aggregate losses implicit in the risk assessment
Worst aggregate loss in 5 years €363.32 30.0 %
Worst aggregate loss in 10
s ggreg: €1,147.77 90.0/% 0.0125
i — Simulate
Worst aggregate loss in 50 €11,909.16 980 % 0.0100
years Number of 100000 0.00758
Worst aggregate loss in 500 €205.320.43 799‘ %| simulations 0.0050
. ey . ti > o —_—
Loss Profile after Insurance Program Mitigation e Time hori 12 Months
i 0.0025
p— Worst aggregate loss in 1,000 €500,866.24 000 %
Loss years 0.0000 . p =
) _ Worst aggregate loss in 5,000
Eranchise 2000 Rk €2,630,462.05 99.98 %)
_— mu
Maximum coverage 30000
sigma
Analysis of aggregate losses implicit in the risk assessment
Worst aggregate loss in 5 years €368.49 %| H
il . MetricStream
Worst aggregate loss in 10 years €1,149.61 00.0 %| sy
5 —— . Simulate e
Worst aggregate loss in 50 years €2,394.36 08.0 %| 0020
Worst a ate loss in 500 Hpmbiés oy 100000 0015
99reg €150,372.34 008 %| simulations : :
e Time horizont 2 Montns 22"
1 Jr——— ime honzon i jonths
Worst aggregate loss in 1,000 €348,118.31 000 % J 0.005
i SUMMIT 2013
’V'J::rssl aggregate loss in 5,000 €1,573,620.9 00.08 % (] 5 10 15

MIDDLE EAST
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Governance
Use Test: Risk Appetite Determination and Monitoring

SKITES

“Sharing Knowledge™

Using functionalities to model RCSA, AMA operational risk capital can be allocated down to RCSA
granularity and risk appetite cascaded down and monitored to a much more granular level.

B ORA allocated
Group consolidated to BUs
total risk appetite - .
8. g fibar L
" I ._I Diversification i

benefits

Capital cushion

g, fio U

AFR Totd Totad Credit Market  Operational s
capitd Capitd
Adusted

ORA allocated to
RCSAgranularity
/“ 4
G, il [ e A bank’s board Of

directors should approve
and review a clear
statement of operational
risk appetite and

Ciopy, i1 [ roess i tolerance”.

Basel Committee on Banking Supervision

Citspoy, ol i ToEre

o

DI I B

i

e i ‘E__,__ MetricStream

GRC

I SUMMIT 2013
| MIDDLE EAST

October 29 - 30, 2013 | Dubai, UAE



Governance

Use Test: Business Case for Investments in Risk Mitigation

AMA model used in the evaluation of the economic business case of different mitigation

investments

Although it does not provide a high absolute Net
Present Value, its % return on investment is very
attractive, given the low investment requirements

Investment option with the highest
absolute Net Value Added, although
it requires a high investment

Al
A2
A3
A4
A5
A

A7

Complete rebump
Partial improvement
Loss limitation
Combination of 1& 3
Combination of 2 &3
Insurance

Initial situation

and Investment lmpacls in OpRisk

Cazésrrophfc Loss lmpactAnafys.'s

I Expected LossImpactAnalysis I

A1l A2 . A3 Inicial Inicial

Net Value Added Analysis by Investement Option (in € 000,000)

Catastrophic Loss  Capital Cost  Expected Loss Annual Saving Total Saving Capex NVA NVA/Capex
Al Complete rebump 2,205 0,2646 0,04 6,84 : 12 16,06 134%
A2 Partial improvement 11,453 1,37436 1,033 4,74 5] 14,44 289%
A3 Loss limitation 8,97 1,0764] 4,054 2,02 2| 6,27 3149
A4 Combinationof1&3 2,647 0,31764 0,041 6,79 14{ 13,84 99%
A5 Combination of 2 &3 5922 0,71064 1,015 5,42 715,23 218%
A6 Insurance 19,245 2,3094 3,944 0,89 3,3 0,39 12%
A7 Initial situation 24,721 2,96652 4,181 0 0 0

“Embeddedness” is
defined as the level to
which ORMF processes
and practices have
been embedded across
a bank’s organisational
levels. The supervisory
review of
embeddedness entails
an assessment of
managerial judgment
and decision making
and is broader thana
“point-in—time”
assessment “

Basel Committee on Banking Supervision

MetricStream

GRC

SUMMIT



Governance SKITES

Use Test: Business Case for Investments in Risk Mitigation

“Sharing Knowledge™

AMA model used in the evaluation of adequate investment for availability of fraud detection systems

Investment required Impact analysis of system failures in the credit BT Analvzi h
wpREanE gakincuired card fraude detection and cancelation systems A nalyzing the
A : 1 marginal costs for
TN SR == = | increasing the
nvestment required to avoi e : t i
failures by magimum hours of Optimal 8 : ||“|| c;ast:d:entoos;;lesrtaerl: ke aVaI|al?I|Ity of fraud
unavailabilty Investment L ||| II_|_|.._‘ failure by hours down detection systems as

Threshod @ @ ——mm |-"™—...,.

RN
N 1 l-: dl““""u.

' /\<\ GRC

- .||||||”“|Il.. ¥ "”l"l]h
Hours of system SUMM'T 201 3
: : : 7 7 7 P unavaiabiity M |DDLE EAST

1 hour 2 hours 4 hours 8 hours 16 hours 24 hours 32 hours

compared to the
fraud costs during
the systems failure,
helps to identify
optimal investment

October 29 - 30, 2013 bai, UAE



Governance

Use Test: Integration into performance measument

SKITES

“Sharing Knowledge™

Integration of AMA model results into the institution’s economic capital and performance measurement processes

(RAROC, EVA, etc.)

Diversified Capital Allocation by Risk Type and Business Unit

Model frtes B s Stieva [0 Wodel fotaigank sk skl [0
teddesc ot Bark Rk tedDesc  [fotaiBank Rt

Hoogom | cof | suwsst | swocor |moponira | remerta| sk | togon | cor | st | sibcor | roporons | mcrements | R |

Economic Capifal in Milions

Commercial Risk Consumer Risk

Qperational

Market Risk Operational Risk Business Risk

Commercial Risk | Consumer Risk

4 1% 150 Valoty o WD K 2 0 M M
Valoe * Valy
ALM \

Risk Aggregation

Credit Risk Credit  |275226472.0562  575042235.9705

/ Business |77328071.4267  245176122.1163
&

~ (Risk Category Correlations ) Market  |150862302.3882  500040240.3159
+ Operational [23606175.2392  69909269.1122

wo 40 .m0 0 X0 40 e Total Risk

2000 1800 1000 500 0 800 1000
Valuo

Operational risk capital
results can aggregated
together with the other
capital estimates from

other risk categories,

and incorporated into the
performance evaluation
models (RAROC, EVA, etc.)

MetricStream

GRC
SUMMIT 2013
MIDDLE EAST
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Introduction

Modelling
The use of the four elements
ILD and ELD
Scenario analysis
BEICF

Distribution assumptions
Joint distribution, correlations and granularity

Governance
Verification and validation

Use test
Current trends

Path to AMA
AMA implementation trends

www.GRC-Summit.com/MEA2013

MetricStream

GRC
SUMMIT 2013
MIDDLE EAST
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Current Trends
Path to AMA

Although there are different speeds for developing an OpRisk capital model, there is a typical progression when

SKITES

“Sharing Knowledge™

implementing a full AMA capital model. SKITES can support you during the whole process until your AMA model is

fully developed and integrated into the daily management of the institution, including the regulatory approval.

Experience

A

Start of the ILD collection
(generally manually) and
identification of past ILD

Definitions of ORMF and
implementation plan

First internal
calculation of OpRisk
capital (with formal or

Start collection of
scenario analysis

bespoke tool), w/
approx. 2 years of data

Application for ILD
based capital model

Automation of data

collection (GRC tool)

Formal tools on GRC

and OpRisk capital

Capital model highly
embedded into daily
management

Hybrid model with
the four elements,
correlations, etc.

Application to determination fully
ORX for ELD implemented
3 4 5 6 Years



Current Trends SKITES

AMA Implementation Trends

“Sharing Knowledge™

Basel Commitee

Supervisory Guidelines for AMA OpRisk Capital Modeling Current Trends

Institutions implementing more formal tools for capital modeling, to allow audit trail, replicability of results, automatic documentation of
Verfﬁcation assumptios, user control, reporting, integrity of data flows, etc. Early adopters of AMA models developed bespoke models and are currently
migrating to more formal software.

Governance | Validation | Institutions are developing methodologies and tools to implement backtesting capabilities

Depending on the experience, institutions start with a pure capital reporting, which is later embbeded into the RAROC model. As institutions
Use test grow on experience, the use of the OpRisk model gets into insurance evaluation, identification of BU and processes requiring additional
controls and improvements, justification of necessary investments, etc.

Mnnagedatﬂ!e GRC Agreement of operational loss definitions partly thanks to ORX standards. Efforts focus on completeness of data capture and consistency

Data platform with accounting.

Agreement of ORC, while BUs are defined based on bank's idiosyncrasies although a matching is done to ORX BU classification. Capital
allocation methodologies are evolving towards tail risk driven methods.

Granularity

Most institutions model based on LogNormal, Gamma, Pareto, Weibul and GEV.

PoT and EVT are commonly used for threshold and tail type determination. Split between body and tail is very common and, non parametric
distributions may be used for the body and fat tail distribution for tail.

Distribution Lialeds ] Institutions are doing efforts to develop capital stability functionalities and the evaluation of the realism of the capital results without the
need to launch a lengthy Monte Carlo

Strong emphasis is put inte analyzing and modeling extreme events

GoF dominated by AD and KS P-Values, combined with graphical analysis such as PP and QQ plots

Modeling

Monte Carlo is the most common way to determine the total loss distribution.
The single loss approximation is used for quickly estimating capital while analyzing data and modeling

Joint distribution

Correlation and Most commonly, the Gaussian copula is used for modeling correlations. However, many regulators encourage the use of t-Student copula for
dependence a more precise tail risk modeling. Correlations are many times determined by Multivariant MLE, particularly when t-Student copula is used

The use ofthe4 Instutions generally start with a ILD based model and evolve towards a hybrid model incorporating SBA, ELD, etc. ELD is many times used to
elements inform SBA. BEICF are most commonly embbeded into the SBA.




