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GRC [llustrated

What are the elements of privacy risk management and compliance?

plance Theifrpac the entire inf L 1f — Government Regulation
and Oversight

BROKERS

CONSUMERS

MOBILE USERS
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An Effective Data Privacy
Management Capability
AUDIT & OVERSIGHT
An effective data privacy BUSINESS

5 PAR
management has defined,
auditable processes and policies
that are consistent with the Fair _
Information Practice Principles.
Key components include: -~

 Collection Need Assessment

* Use Risk Assessment We are mapping every piece of

data so we see how it is being
used and know we are following
our rules.

 Privacy Policy with Pre-Approval,
Acce
» Transfer Policy and Procedures

ss and Use Provisions

We ask for approval and
agreement with our privacy
policy when collecting data.

Are we transferring data to
parties that have agreed to our
rules and privacy policy?

* Security and Disposal Policy and Procedures
* Assessment and Monitoring
« Effective Technology Support

1 COLLECT

Ensure that personal info collected from a variety of sources is:
« Limited to what is needed for defined use of required by law

« Collected in accordance with privacy policy notice and consent

+ Managed with established controls based on risk assessment

« Stored for no longer than is necessary for use or as required by law

We audit our processors
regularly and we have
appropriate contract clauses.

Limit use to needs defined in the
privacy policy such as to:

« Fulfill a request from an individual
« Market products and services

« Conduct research

- Transfer to authorized third parties

Fair Information
Practice Principles

i L s
Q 1. Notice/Awareness 7;
How data is collected, used /?a
and transfered to others 4 MONITOR Qi R u larly perfoym e e olpr!va:y P to:
Establish monitoring processes and technologies to: « Validate compliance with privacy policy
2. Choice/Consent « Track changes in laws, regulations and standards - Confirm operation of established actions and controls
« Identify changes in business operations « Meet latory i orindustry dard

Options to control how data

« Flag need for changes to privacy policy and practices « Support internal and external audits

Isusec beyond the « Continually provide input to privacy team

immediate transaction

3. Access/Participation
Ability to view and verify the

data collected

4. Integrity/Security

Securing data with limited
access for neccessary employees

5. Enforcement/Redress

Self-regulation, civil actions
and government enforcement

contact info@oceg.org for comments, reprints or licensing requests © 2015 OCEG

http://www.oceg.org/resources/illustration-privacy-risk-management-compliance-2015/
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Industry Standards
and Practices

Consumer Rights
and Concerns

Potential Pitfalls
Collecting or keeping more
than you need

Not categorizing sensitive
information

Assuming intended use and
actual use are the same

Poorly controlling transfer of
PPl outside of the entity

Ignoring cross-border issues
and differences

Losing track of where private
information is located

Disposing of PPl without full
destruction of the data

Failing to respond to changed
circumstances

Preventing audit and oversight
due to poor visibility

Manually managing a complex
information lifecycle
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DATA
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COMSUMERS

MOBILE USERS

EMPLOYEES

BUSIMESS
PARTMERS

We ask for approval and
agreement with our privacy
policy when collecting data.

Ensure that personal info collected from a variety of sources is:

+ Limited to what is needed for defined use or required by law

+ Collected in accordance with privacy policy notice and consent

» Managed with established controls based on risk assessment

« Stored for no longer than is necessary for use or as required by law

TRUSTe
e Powering Trust in the Data Economy



Government Regulation
and Oversight

Industry Standards
and Practices

Are we transferring data to
parties that have agreed to our

rules and privacy policy? Limit use to needs defined in the
privacy policy such as to:
We audit our processors » Fulfill a request from an individual
regularly and we have - Market products and services
appropriate contract clauses. + Conduct research

- Transfer to authorized third parties

TRUSTe
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Regularly perform assessment of privacy practices to:
» Validate compliance with privacy policy

« Confirm operation of established actions and controls
« Meet regulatory requirements or industry standards
« Support internal and external audits

TRUSTe
e Powering Trust in the Data Economy



Establish monitoring processes and technologies to:

« Track changes in laws, regulations and standards

« [dentify changes in business operations

» Flag need for changes to privacy policy and practices
« Continually provide input to privacy team

TRUSTe
e Powering Trust in the Data Economy
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Privacy Management
Functions

POWERING TRUST IN THE DATA ECONOMY



Data Privacy Management Process

Audit Data
Management

Practices

Build Policy and
Compliance
Requirements

Ongoing
Monitoring

Conduct
Compliance
Reviews

Enable
Controls

Marketing

Implement Identify

Program

Changes Gaps / Risks

TRUSTe
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Privacy Program Evolution

—
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Privacy Program Evolution
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Privacy Program Evolution

Early (1-2 years) 4 Growing (2-5 years) 4 Maturing (5-10+ years)

TRUSTe o o
" Powering Trust in the Data Economy




Privacy Assessment
Benchmarking Study

POWERING TRUST IN THE DATA ECONOMY



Privacy Assessment Study Overview

Survey Background Respondent Background
* Online survey conducted December - Participants screened to ensure part
9-15, 2014

of company’s privacy function

« External sample used (not TRUSTe . N
« Companies ranging in size from

database)

. _ _ 1,000 to 75,000+ (approximately
 Participants blind to TRUSTe being

equal distribution)
the survey sponsor

« External consultant used to « US multi-nationals, across wide range
administer and analyze of industries
« 203 respondents from large

organizations (>1,000 employees)

TRUSTe
E@% Powering Trust in the Data Economy 16



Nearly Half (45%) of Privacy Budgets over $1M Annually

What is the approximate total 2014 privacy budget for your company, including
employee salary / benefits, external resources, and external software and tools?

Under $100K
3%

Do not know
N 17%

$250 - $500K
13%

Over $5M

15% $500K - $1M
18%

$1M - $5M
21%

TRUSTe
'e’ Powering Trust in the Data Economy

Average = $3.3M
Median = $1.0M

Company Size is a Key Driver

» 1K to 5K Employees, Ave =
$1.8M

» Over 75K Employees, Ave =
$3.3M

Mature companies 2.5x more
likely to have > $1M budget

Calculations exclude “Do Not Know”
n=203
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Wide Range of Privacy Team Sizes

How many individuals are involved in your organization's privacy initiatives as

their primary responsibility over the course of this year (internal employees
and external contractors)?

0 1

3% 4% Average = 28 people

Median = 18 people

Company Size is a Key Driver
* 1K to 5K Employees, Ave = 18
» Over 75K Employees, Ave = 50

21 to 50
24%

n=203

TRUSTe
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Company Privacy Maturity

How would you rate the maturity of your company's privacy program?

50% -
45%
45% -
40% -
35% -
30% -
25% -
20% -
15% -
10% -

5% -

0% -

1 (Very 2 3 4 5 (Very Mature)
Immature)

TRUSTe
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Assessment Practices

What are your organization’s 3 highest priority privacy projects for 2015?
0O 10 20 30 40 50 60 70 80 90 100

Internal privacy audit and assurance

- - valy |n|ng

77

~
Ul

Regulatory compliance for cross-border data transfers

Vendor Risk Management

oatd PIiIVo yprogram
Develop and manage a comprehensive PIA process

Developing a program for vendor risk management

Centralizing global privacy policies

Third-party Privacy certifications

Compliance with self-regulatory ad frameworks
Compliance with EU Cookie Directive

Compliance with CASL

Other
n=203
TRUSTe
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Privacy Impact Assessment (PIA) Volume Analysis

* Median = 12 per year

« Company Average = 59 per year

« Company Size Not a Key Driver of Volume

* Privacy Maturity Key Driver of Volume — Very Mature = 2x Average

120 +
100 -
80 -
60 -
40 -
20 -

47

Technology

Finance /
Insurance

111

Biotech/  Manufacturing Retail / CPG

Pharma/
Health

50

30

Other

TRUSTe
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Assessment Benchmarking Summary

Conducting Privacy Assessments top priority for many companies
Average company conducts 59 PIAs per year

1/3 across offline online and employee data

Assessments take a long time — 28 days, 285 hours on average
Managing respondents and analysis are top drivers to length
Assessments are labor intensive — 56 employees company-wide
Budget and team’s time top inhibitors to doing more assessments

Internal systems, email, and spreadsheets most common tools

© o N o 00k~ W DR

Individual assessments cost $17K - $71K (length & rate)
10. Annual costs from $210K to $4.2M (volume, length, & rate)

TRUSTe
e Powering Trust in the Data Economy
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Key Privacy Use Cases
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Data Privacy Management Use Cases

Company Type

Tech: Computer  Integrated privacy impact assessments
Into product lifecycle process

Medical Services Discovering and building business
process data flows for privacy risk
analysis

Energy and Evaluating data transfers across global
Petroleum enterprise

TRUSTe

e Powering Trust in the Data Economy 24
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Use Case:
Automating Privacy Impact Assessments

TRUSTe Data Privacy Management Solutions



Privacy Impact Assessment (PIA) Automation

Privacy
assessment
Initiated by
project owner

—>| Risk Triggers

Preliminary

System

Analyzed

Respondent
answers PIA

Reviewer
Resolve issues
and approve

report

TRUSTe

e Powering Trust in the Data Economy

> | analysis of
input

Detailed
PIA
needed?

Yes

Auto
approval

26



Privacy Threshold Assessment

9
Are you offering this product or service in new markets or countries/regions? Explain what new markets or geographical regions th
product is being offered in by clicking "Attachments," and either add comments or attach documentation.
Yes No
10
Is personal information being collected directly from children under age 13 in a way not previously assessed?
Yes No N/A, personal information from children under age 13 is not being collected
1
Is the product or service being marketed towards children under age 13 in a way not previously assessed?
Yes No N/A, the product or service is not marketed to children under age 13
TRUSTe

'e‘ Powering Trust in the Data Economy 27



Auto approval if no issues

Thanks for contributing to this assessment.

Based on the project settings and assessed compliance, this project has be . .
automatically approved and determined to be compliant. if you have further comments AI’]SWG Is to prellmlnary

or questions please contact the project owner listed. . .
questions may result in

Project Owner platform approval — no
V st need for privacy review

jane.simpson@acme.com

System / Auto Approved

Confirm

Report Name v Template A Approval Status A Date A
Syste m . |
approve d » ACME 3Q2014 Website PTA Survey TRUSTe General PTA « James Fitzgerald, SusanBrew  2Jun2014  {}
> ACME 302014 EU Cookie Compliance  TRUSTe EU Cookie Complial " System f Auto i ] 16 Apr 2014 Q
assessments —
. . > ACME 1Q2014 Maobile Apps PIA Survey  ACME Product PIA +" System [ Auto Approved € 22 Feb 2014 3
are available if
needed > ACME 302014 EU Safe Harbor RLUSTe EU Safe Harbor & Susan Brew & May 2014 ﬁ
' ACME EUSH for Sprint 3 (402014} TRUSTe EU Safe Harbor ® Pending Approval 25ep 2014 L}

TRUSTe
e Powering Trust in the Data Economy
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Presence of Risks Triggers Deeper PIA

Answers to preliminary questions may result in user being presented a more detailed
PIA review

Thanks for contributing to this assessment.

Based on an initial assessment of your responses we need some additional
information. Please click continue below to complete this assessment.

Project Owner
Jane Simpson
jane simpson@acme com

Additional Information Needed

Cancel Continug

TRUSTe
’eﬁ Powering Trust in the Data Economy 29



Privacy Impact Assessment (PIA)

Use, Retention, and Disposal

Is the use of collected personal information limited to the purposes specified in your Privacy Notice?

Yes Mo

Are inferences made or is other information derived about an individual using information obtained from third party sources or
collected directly by your organization? Explain by clicking "Attachments," and either add comments or attach documentation.

Yes Mo

Is collected information retained only for as long as necessary to carry out the purposes for which it was collected or as is legally
required?

Yes No

TRUSTe
'@‘ Powering Trust in the Data Economy 30



Privacy Analyst Risk Administration

Project: ACME EU SH for 2014

Report: ACME EU SH for 2014, 2-Sep-2014

Project Lead: Jane Simpsan, jane. simpson@sacme.com -..' ‘al in-procass: 1012 approvals co '-_

* |ssues & Recommendations 2

w ACCESS
£ Actions -
Fesolulon
Resolve lssus
Assign |ssus

Create Exception
Comment Only

Add Evidence

Add Evidence

TRUSTe

Method of correction? Do you have a system whereby users may comect, amend, or delete personal information that
you hold about them?

Assessed response: Mo The compliant/expected response for this guestions s "Yes™

If none of the exceptions apply, please provide access to individuals so that they may comect, amend or delete
inaccurate information. A mechanism for access must be created along with disclosure of the practice within your
ofganization’'s privacy statement. Suggested methods:

= You need a mechanism where users can submit a request to access their personal information. The mechanism
can simply be an email address designated to receive access reguests.

« Some crganizations provide online access through website or app features allowing users to log into 3 "My
Account” function.

Whatever mechanism your organization adopts, you need to enswre the processes nesded to support that mechanism
are in place. For example, if you decide to offer an email address or an online form where a user can make a regquest,
you nesd to be sure someone in your organization is responsible for acknowiedging, investigating, and responding to or
fuffilling the request, and have associated SLA's in place for deoing s0.

¢ 1 Comment [T 0 Attachmenis | viEWBADENCE

= SOME organizanions provide oniine Jccess IoUgn WeDSHE of 2pp Teaiutes aNowmg USers 1o fog mica W
Account” function.

Whatever mechanism your organization adopts, you need to ensure the processes needed to support that mechanism

are in place. For example, if you decide to offer an email address or an online form where a user can make a reguest,

you need to be sure someone in your crganization is responsible for acknowiedging, investigating, and responding to or
fulfilling the request, and have associated SLA's in place for doing so.

¢ 1 Comment [T 0 Attachments |ewEanENCE

'@‘ Powering Trust in the Data Economy
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Use Case:
Data Flow Analysis
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Objectives

» Describe business processes for full data lifecycle
— Source (collection)
— Intermediaries (hosting and processing)
— Destinations (data transfers, vendors)
» Describe a policy for risk analysis
— Global data transfer
— Data sensitivity (PII)

— Data protection strategy (security)

TRUSTe
e Powering Trust in the Data Economy
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Data Flow Management

TRUSTe

Dashboard Policies Projects Assets Reports ® 'L soe
Q_ search HR Onboarding Business Process = X
¢ Back . _

= Service Flow 1 HR Data Usa
Summary
Source Security Destination (Shared with)

Details ) ) : ) . . .

Collection Location Data Collection Destination Location Data Recieved / Shared

Activity Log {Asset [USAl}w Full Name X ¥ | |None = - Excel (i) % -
Address x Hire right (v) %

(psset [USAD) » - |[nes - - LN
Service Flow 2 HR Data EMEA
Source Security Destination (Shared with)

TRUSTe
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Data Flow Policy Analysis

HR Data USA

Data subject

HR Data EMEA

Data subject

TRUSTe

Updated 22 April 2015, 12:20PM PST

Bank Account

il
" ”,_--——-"‘* Data Storge
------------ -+ Data Collected ;:::"_ . A
——— A L
“==+% Data Collected
Updated 22 April 2015, 12.20PM PST
W
A SRR Data Storge
------------ - Data Collected ;:ﬁ___hq“ Yy
Eullname | #& " Data Collected
Address
Phone Hire right [UK]
Email ADP[USA] A
Religion A ADP [UK]

'@‘ Powering Trust in the Data Economy
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Aggregate Analysis

Layout Data types Last updated: 2 Dec 2015 13:03:00

QB

Search

Q

Grean  Yellow

Categories

B Data clearing houses & gateways
Bl Applications

Bl YVendors

Bl Business processes

Application
Twa

[1]®[+]

. Morth Amanca . Europa .' Asia . South Armarica . Middle East + Afnca

About TRUSTe Frivacy Suppor Conlact £ 2014 TRUSTe. All Rights Reserved.

TRUSTe
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Use Case:
Evaluating Global Data Transfers
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Data Transfer Management

 Large global energy company
 Located in 80 countries

1,000 project managers requesting 5,000 data transfer
requests per year

» Goals:
— Use system to automate decision and remove ‘routine use cases’
— Inform users of when requested data is high risk
— Operationalize legal data transfer layers

— Involve privacy analyst on high risk areas for manual intervention

TRUSTe
e Powering Trust in the Data Economy
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Data Transfer Analysis

Affiliate Tables  Data Transfer Tables

el

=, == DPAT2.0
/7

Case Owner

L
N

g

Create Case

Vil
B

Describe business process

_/e/
7 N

Report identifying collection and/or transfer issues

Review & remediation
Data Analyst as needed

Approval

TRUSTe
re‘ Powering Trust in the Data Economy
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Data Transfer Analysis

Business Purpose

| Security and Identity \Verification

Legal Justification

| Legitimate |nterest

Type of Data Subjects Shows policy

violation when

S data element
Pii Reports is selected

(THAILAND) PUBLIC COMPANY LTD. /

|AA (Inter-Affiliate Agreement) Reports

Highlights
where Sources
proper
agreements (THAILAND) PUBLIC COMPANY LTD.
do not exist Missing [AA  Signature type

[ - |
m— [y
TRUSTe
'@‘ Powering Trust in the Data Economy

40



TRUSTe

— —
> -
y A

§ :

4 O

Az pd
{ ¥ i
L 4
R ()
Ny 2R

Thank You
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TRUSTe Data Privacy Management (DPM) Solutions

DPM Services DPM Platform

pssessme“t Mﬂnage,

Assessments
« EU Safe Harbor

* Privacy Impact Assessments
« Custom Engagements

=
=
=
s
&
=
2
2
=
=
[=]
=

Ads Complia®®®

o /A TRUSTe»
Certifications O

Certified Privacy itoy,, co = .
« Apps, Cloud, Websites s | W
 APEC, COPPA, EDAA )

Da M
ta Privacy Management platf

Extensive Expertise - Proven Methodology - Leading Technology

TRUSTe
'e‘ Powering Trust in the Data Economy
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TRUSTe Data Privacy Management Platform

Enterprise Privacy Automation
Privacy Assessments, Compliance Controls, and Monitoring Tools

Data Flow Mapping

Compliance Reviews, Gap Analysis,
Change Management

P-ssessrnent Maﬂage,

Safe Harbor Dispute

Handling £ LY DAA / EDAA OBA Compliance
T ntoing -\.\ o= EU Cookie Directive Compliance
Website Analysis &_ﬂ
Dashioard
Mobile App Data py,, iatfor™
Analysis acy Management
Proven SaaS Technology
Self Service & Managed Service Options

TRUSTe
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